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User's Guide
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This chapter describes the features, main
functions, and system configuration of
Scanner Central Admin.

This chapter describes the installation of
Scanner Central Admin.

This chapter describes operation using the
Scanner Central Admin Server.

This chapter describes operation using e-
mail alerts.

This chapter describes operation linked
with the integrated management system.

This chapter describes maintenance of
Scanner Central Admin.
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® |n this manual, you can use the Search tool of Adobe® Acrobat® or
Adobe® Reader®.
For details, refer to Adobe® Acrobat® or Adobe® Reader® Help.

® Use the [PageUp] key to return to the previous page, andthe | s Using the Sc_anner
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Introduction

Introduction

Thank you very much for purchasing this product.

This product is an application that enables the centralized

management of our multiple scanners to update scanner

settings and drivers, as well as to monitor the operating status

of the scanners.

Contents of this manual are subject to change without notice

upon updating the Scanner Central Admin.

The most recent Scanner Central Admin User's Guide and

Scanner Central Admin Console Help can be downloaded

from the following web page. Internet access is required to

download the manual.
https://www.pfu.ricoh.com/global/scanners/fi/support/
manuals/sca.html

This manual provides an explanation for the products that are
listed in "A.9 Application Configuration of Scanner Central
Admin" (page 180).

Types of Manuals

The following manuals are available for this product. Read

them as needed.

Manual

Description

Scanner Central
Admin 5.8 User’s
Guide

(This manual)
(PDF)

This manual describes the overview, installation,

operation, and maintenance of Scanner Central Admin.

This manual is downloadable.

Scanner Central
Admin Console
Help

(HTML)

This manual describes the items displayed in the
Scanner Central Admin Console window as well as the
meaning of messages and how to handle them.

Read it as needed.

It can be accessed from [Help] on the Scanner Central
Admin Console window.

Scanner Central
Admin Agent Help
(HTML)

This manual describes the items displayed in the
Scanner Central Admin Agent window as well as the
meaning of messages and how to handle them.

Read it as needed.

It can be accessed from [Help] on the Scanner Central
Admin Agent window.

SCA Module
Creator Help
(HTML)

This manual describes the items displayed in the SCA
Module Creator window as well as the meaning of
messages and how to handle them.

Read it as needed.

It can be accessed from [Help] on the SCA Module
Creator window.
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Introduction

Trademarks

Use in High-Safety Applications

ISIS is a trademark of Open Text.

Adobe, Acrobat, and Reader are either registered trademarks
or trademarks of Adobe in the United States and/or other
countries.

Intel and Intel Core are trademarks of Intel Corporation or its
subsidiaries in the U.S. and/or other countries.

Microsoft, Internet Explorer, SharePoint, SQL Server,
Windows, and Windows Server are trademarks of the
Microsoft group of companies.

ScanSnap, ScanSnap Manager, and PaperStream are
registered trademarks of PFU Limited in Japan.

Other company names and product names are the registered
trademarks or trademarks of the respective companies.

Manufacturer

PFU Limited

YOKOHAMA i-MARK PLACE, 4-5 Minatomirai 4-chome,
Nishi-ku, Yokohama-shi, Kanagawa 220-8567 Japan.

© PFU Limited 2018-2026

This product has been designed and manufactured on the
assumption that it will be used in office, personal, domestic,
regular industrial, and general purpose applications. It has not
been designed and manufactured for use in applications that
pose a direct danger to life and health when a high degree of
safety is required (referred to in this manual as "high-safety
applications"), such as in the control of nuclear reactions at
nuclear power facilities, automatic flight control of aircraft, air
traffic control, operation control in mass-transport systems,
medical equipment for sustaining life, and missile firing control
in weapons systems, and when provisionally the safety in
question is not ensured. The user should use this product
while providing measures for ensuring safety in such high-
safety applications. PFU Limited assumes no liability
whatsoever for damages arising from use of this product by
the user in high-safety applications, and for any claims or
compensation for damages by the user or a third party.

Copyright

NetAdvantage
Copyright© 2000-2010 Infragistics, Inc.

Secure iNetSuite
Copyright© 2008-2013 Dart Communications
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Conventions

Conventions

Abbreviations Used in This Manual

The following abbreviations are used in this manual.

Name

Indication

Name

Indication

Microsoft® Office SharePoint® Server 2007

Windows® 10 Home (32-bit/64-bit)

Windows® 10 Pro (32-bit/64-bit)

Windows® 10 Enterprise (32-bit/64-bit)

Windows® 10 Education (32-bit/64-bit)

Windows 10 (*1)

Microsoft® SharePoint® Server 2010

SharePoint

Microsoft® .NET Framework

.NET Framework

Internet Explorer®

Internet Explorer

Windows Server® 2016 Standard (64-bit)

Windows Server
2016 (*1) (*2)

Windows Server® 2019 Standard (64-bit)

Windows Server
2019 (*1) (*2)

Windows Server® 2022 Standard (64-bit)

Windows Server
2022 (*1) (*2)

Microsoft® Internet Information Services IS
Microsoft® SQL Server™ 2017 Express (64-bit) SQL Server
Microsoft® SQL Server™ 2017 Standard (64-bit)

Microsoft® SQL Server™ 2019 Standard (64-bit)

Network Scanner Admin Tool Admin Tool
Image Scanner N7100 N7100 (*3)

Windows Server® 2025 Standard (64-bit)

Windows Server
2025 (*1) (*2)

RICOH N7100E

N7100E (*3)

Windows® 11 Home (64-bit)

Windows® 11 Pro (64-bit)

Windows® 11 Enterprise (64-bit)

Windows® 11 Education (64-bit)

Windows 11 (*1)

ScanSnap N1800

N1800 (*3)

Image Scanner iScanner fi-6010N

fi-6010N (*3)

PaperStream NX Manager

NX Manager

*1: Where there is no distinction between the different versions of the
above operating system, the general term "Windows" is used.

*2: Where there is no distinction among Windows Server 2016, Windows
Server 2019, Windows Server 2022, and Windows Server 2025, the

general term "Windows Server" is used.
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Conventions

*3: Where there is no distinction among N7100, N7100E, N1800, and fi-
6010N, the general term "network scanner" is used.

Symbols Used in This Manual

In this manual, the following symbols are used to describe

operations.

Image Scanner

This symbol represents information specific to an
image scanner linked with Scanner Central
Admin Agent (SCA Agent).

This type of scanner is connected to a computer
via a USB cable or network.

This symbol represents information specific to an
image scanner linked with the Scanner Central
Admin Server without using Scanner Central
Admin Agent.

To check whether the scanner is an image
scanner that can be managed by Scanner
Central Admin (operated without SCA Agent),
refer to the Operator's Guide of your scanner
model.

Network Scanner

This symbol represents information specific to a
network scanner.

This type of scanner is connected to a network
and set up to enable the Scanner Central Admin
Server on the scanner.

To check whether the scanner is a network
scanner that can be managed by Scanner
Central Admin, refer to the Operator's Guide of
your scanner model.
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Conventions

Description of Successive Operations

For Windows 11 Users

In the procedures described in this manual, successive

operations are connected by "->".

Example: Select the [Start] menu—[All Programs]—[Scanner
Central Admin Server]—>[Scanner Central Admin
Console].

Screenshots Used in This Manual

Microsoft product screenshots are reprinted with permission
from Microsoft Corporation.

These screenshots are subject to change without notice in the
interest of product improvement.

If the actual screen displayed differs from the screenshots
provided in this manual, follow the information on the actual
screen while referring to the manual of the software you are
using.

Note that the actual windows and operations may differ
depending on the operating system.

For Windows 10/Windows Server 2016/Windows
Server 2019/Windows Server 2022/Windows
Server 2025 Users

To start applications for this product or display Control Panel,
follow the procedure below.
To start an application

1 Click the [Start] menu and select an application you want to start.

To display Control Panel
1 Click the [Start] menu - [Windows System] — [Control Panel].

To start applications for this product or display Control Panel,
follow the procedure below.

To start an application

1 Click the [Start] menu - [All apps] and select an application you want
to start.

To display Control Panel

1 Click the [Start] menu - [All apps] — [Windows Tools] and double-
click [Control Panel].

Scanner Component Names in This Manual

The button names on the scanner and the name of the display
area of the operator panel described in this manual may differ
depending on the scanner you are using.

Refer to the Operator's Guide of your scanner model as
necessary.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
7



Contents

Contents

HOW 10 USE ThiS MaNUAI ...t e e e e e ettt e e e e et et e e e e e eaean e e e eeeaanaaeeeeeennns 2
1] (oo [ T3 1o o PSR 3
(@707 Y=Y o110 o - SR 5
Chapter 1 Overview of Scanner Central Admin ... s s ennnnes 14
11 Features of Scanner Central AdMIn .......... s r e s s nnnnna s nnnan s 15
1.2  Main Functions of Scanner Central AdMIN ... 16
ScannNer UpAate FUNCHION...... ... it e oo oo e ettt a e e e e e e e e e eeaeeeeeeeeeassan e e e eeeeeeaeeeeeeeeeeennnnnnnn 16

Scanner MonitoriNg FUNCHON .........u ettt e e oo oot oo e e ettt ettt et e e e e e e e e eeeeeeeeeaaaannnes 16

Scanner ManagemeENt FUNCLION ..........u i ettt e e e e e oo oottt oo b bbb e e et e e e e e e e e e e e e e e e e e e e aaaannns 17

1.3  System Configuration of Scanner Central Admin ... —————————— 18
1.4  Operations of Scanner Central AdMIN ... s s s s s e e e e e e e e e e nnnnmmnnnnnnns 19
Using the Scanner Central AdMIN SEIVET ... ... ettt et e e e e e e e e e e e e e e e e e e e e e 19

(8] To = AV = | I [T o PP POPOPPPI 20

Linking with the Integrated Management SYSTEM .......... et 21

1.5  System ReQUIFEMENLS ......ccooiiiiiiiiiiiiii e rE e e e e e e e e e EEEE e e e e e a e e e e e aannmRRRRRRn e e e e e e e s 22
Requirements for the Scanner Central AdmMIN SEIVET ... i i e e e es 22
Requirements for the Scanner Central Admin Console/SCA Module Creator ..........coooovieiiii i 23
Requirements for the Scanner Central AdmMin AGENT ... ..o et 24

Network Requirements for Scanner Central AAMIN ... e e e e e e es 26

The Number of Scanners That Can Be Centrally Managed ................oeeiiiiiiiiiii e 26

0T O 10 g 0T I S 27
Chapter 2 Installation of Scanner Central Admin ... e e r e e e e 29
21  Applications Required for Each Operation ... s s s s s s s s s s ssssssssssssssssssns 30
2.2 Installing the Scanner Central Admin Server SOftware ..........cccciiiii e ——————— 32

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
8



Contents

2.3 Installing the Scanner Central Admin CONSOIE ...t ——————— 35
2.4 Installing the Scanner Central Admin Agent ... —————— 37
1= aTo F=T o [ [0 153 =11 = 11 o] o H PP PPPPPPPPPRN 38
Installation with Automatic Setting/Registration ProCesSINg.........ccooiiiiiiiiiiii e 38
Silent Installation for Operation Linked with the Integrated Management System .............cccciiie 39
Chapter 3 Using the Scanner Central Admin SEIVer ... s ennnnns 41
3.1 Scanner Central Admin Server QUICK GUIE .......cccciiiiiimmmmmmiiimiirrr s annnnnes 42
3.2 Pre-settings for the Scanner Central Admin SEIVEr ... s 45
Installing the Scanner Central Admin Server SOMWEArE ... 45
Importing the Certificate (FOr HTTPS) ... ... ettt e e e e e e e e e e ettt e e e e e e aaaaeeeas 45
SEHNG UP @ FIrEWAIL ...ttt ettt e e e e e e e oo oo e e e e e e ab bbbt bt bttt ettt e e e e aaeeaaeeeeeeesaaaannnnns 46
3.3 Pre-settings for the Scanner Central Admin COoNSOIe ... ——————— 48
Installing the Scanner Central AdMIN CONSOIE ........oouiiiiiiiiii et e e ettt e e e e e e e e aaaeeas 48
Installing the Error RECOVETY GUIAE ..........uiiiiiiiiiiiiiiieee ettt ettt e e e e e e e e e e e e e e s e e bbb ettt e et et e e e e eaaaeeeas 48
3.4 Login from the Scanner Central Admin CONSOIe ... e 49
3.5 Configuring the Operating Environment for the Scanner Central Admin Server .........ccccooimiiimmnnreeee. 51
(O70] 10101 o IST=] 1] o T 1< PP PEPPPPPPPPR 51
NEtWOTK SCANNEI SEHINGS ....eiiiiiiiiiiii et e oo oo oottt et ettt e e e e e e e aaaeeeeeeeeeaaannanbnbbneeeeeeees 52
3.6 Pre-settings for the Scanner Central Admin Agent ... 53
Installing the Scanner Central AdMIN AGENT. ... ... . et e e e e e e e e e e e e e e sttt e e e e e e eaaaaeeas 53
Configuring the Scanner Central Admin Settings of the Scanner Central Admin Agent ..., 53
3.7 Pre-settings for Image Scanners (Operated without SCA Agent)/Network Scanners ........cccccvirrrrreeemeccncennnnnn, 55
Configuring the Scanner Central Admin Server Settings of Image Scanners (Operated without SCA Agent)/
N o] SO Tez= o] o= £ P PPPRPRRR 55
3.8  Registering the SCANNEIS ... s s s R R REr e nnnnnn 56
3.9  Checking for NeW UpPdates ... s s n e e e e e e e e e e e nnnnnnnnns 57
Settings for Checking Update MOTUIES ..........ooiiiiiiiiiieee e e e e e ettt e e e et e e e e e e aaaeeaeeeeeaaannans 57
Checking fOr UPAate IMOGUIES .......... ettt et e e e e e e e e e e et e e e e bbbttt ettt et e e e e e eeaaaeeeeeeeaeaaannans 57

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
9



Contents

3.10

3.1

3.12

3.13

Updating the Image Scanners/Image Scanners (Operated without SCA Agent) ... 59
o To F= T (I Y =TI V7= 1 =1 o] [ 59
Creating @an UpPdate MOAUIE ............ e ettt e e e e e e oo oo et e e oo bbbttt e e e et et e e e e e e e eeeeaeeaaaannaas 60
(@ o] oF=To TaTo Jr=T T oo £= (=N Y, o To 1] [P 66
Installing an Update Module (IMage SCANNEN) .........ooiiiiiiiiiiii e e e e e e e e e aee s 67
Installing an Update Module (Image Scanner (Operated without SCA Agent)) ......cooviiiiiiiiiiiiiiiii e 69
ChecKiNg the UpPdate STAtUS..........uueeiieeiieii ettt e e e e e oo oot e e bbbttt e e e et e e e e e e e e aeeeeeeeeeaaaannnns 69
Updating the Network SCanNErs ... annnnns 70
Update TYpes AVAIIADIE ... ..ottt e e et e e e e e e e e ettt eeeaeess e e e e e e e e eeeeeeeeeeeeeeetnnnnn s 70
3T (=T 1 W oo F= (= PP PPPPPPPPPPPRR 71
aEs] e |11 aTo =T a1 Yo (o L o TSSO O PP PPPPPPR 73
Updating the SYStem PreferEnCes. ... ..ottt et e e e e e e e e e e e e e e e e e e e e e bbb e e e e e ee e 75
L= Tui e IRt g [=IN [ ] o I 1Y (oo [ RSP O O PPPPPPPPPRN 77
ChecKiNg the UpPdate STAtUS..........uuieiiiieiiiiii ettt e e e e e e oot e oo et b et et e et e e e e e e e e e aeaeeeeeeeaaaannnas 79
MoNitoring the SCANNEIS ... s s s s E e r e r e nnnnnns 80
Monitoring the SCANNET NETWOTK ........cooiiii ettt et e e e e e e e e e e e e e e e e e aa e eeenees 80
Monitoring the Scanner OPerating STATUS .........uuiiiiii et e e e e e e e e e e e e e 80
Viewing the Statistical INTOrMatIoN ... e e e e e e e eeeens 81
VTN g Yol V=T o | o o o RO O PP PPP PP PPPPPPR 83
Collecting and EXPOrtiNG AUGIT LOGS ....eeeeeiiiiiiiiiiie ittt e e e e e e e e e e e e et e e e e ettt e e e e et et e e e e e e e eeeeeeaeeaaaaaanaas 84
Managing the SCANNEIS ... ssssssREEREEEEEEEEer e e e e e e e aa e e e e nnnnnnnnns 87
S Torz ] o (=T o 7o) ol T U1 = 11[o] o FU OO PP PPPEPPPPPPPPR 88
Adding Scanner CONFIGUIATION ..ottt e e ettt e e e e e e e e e e e e e s e s saanb e e e e e e e eeeeeaeeeas 104
Editing Scanner CoNfIQUIAtioN....... ... ittt et e e e e e e e e e e e e e e ea e e renee e 105
Deleting Scanner CONFIQUIALION ........cooiiiiiii ettt e ettt et e e e e e e e e e e e e e e e e aa e nnnreeneees 105
= [11] g e =T C ] (o U] o T TP PPPPPPPP 106
Exporting Scanner CONFIGUIALION ........oooi ittt e et e e e e e e e e e e e e e e e e aa e nnnrennees 107
IMporting Scanner CONTIGUIALION.............ieiii ettt et ettt e e e e e e e e e e e e e e e e e e e e e e e e aaeeas 107

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
10



Contents

Scanner Auto Discovery/Scanner Registration ...t 108
Editing Items to be Displayed in the SCANNEr LSt .............oiiiiiiiii e 110
ChecKiNg SCANNET DELAIIS ........uuiiiiiiiie ettt et e e e e e e e oo oot oo e ettt ettt e et e et e e e e e e aeeeeeaeaaaaaanns 110

3.14 Maintaining the SCANNEIS .........e s s SRR REE e e EEErr e e e e e Ee e s e e a e e e e nnnnnns 111
B g T @ T oY= = 1o o T - 11 1] o] (= 112
Operation for MONITOING SCANNEIS ........oooiiiiiiiiiiea ettt e e e et e e e e oo et e e e s e bbbttt e e et et e e e e eeeeaeeaaaeeaaaanns 112
Operation for Updating SCANNEIS ...ttt e e e e e e e e e e e e e e e e eeeeeeeennnnnaa e e e e eaeaeaaaeeeeees 113
Chapter 4 Using €-Mail Alerts ... s s s s s e e s n s s s s e s nna s s s s e e nnnnssssennnnnns 115
41  e-Mail Alerts QUICK GUIE ... s n s s e amn e e e s e e e am R e e e e e e e mmn e e e e e e n e nnnn e e nnnas 116
4.2 Pre-settings for the SMTP SEIVEr ... s s s r e e e e e e s s an s aas 117
Checking the SMTP Server SEHINGS ......cuiiiiiiiiiii ettt e e e e e et oo e e e e e bbbttt e et et e e e eeeeeeaaaaeaeesaaaanns 117

4.3 Pre-settings for the Scanner Central Admin Agent ... 118
Installing the Scanner Central AdMIN AGENT. ... ... et e e e e e e e e e e e e e s a e e e e e e e e aeaaaeas 118
Configuring the e-Mail Settings of the Scanner Central Admin Agent............oooiiiiiiiiiiiiii e 118

4.4 Pre-settings for Network SCanNEers ... 120
Configuring the e-Mail Settings Of NEtWOrk SCaNNErs .............uuuiiiiiiiiii e e 120

L 0 0 1= o3 (] 4 Vo TR T 121
4.6 Maintaining the SCANNEIS ... s e e e e r e asssmRRRREEEeEEee e e e e e nnnnnnnaas 126
Chapter 5 Linking with the Integrated Management System .........cooo i 127
5.1 Integrated Management System QUICK GUIE ... e 128
5.2 Pre-settings for the Integrated Management System ...........ooo i 130
Configuring the Integrated Management System (SNMP Manager) .........oooeuuuiiiiiiiiei e 130
Checking the Integrated Management System (SNMP Manager) .........ooooeriiiiiiiicee e 130
Configuring the Integrated Management System to Start Up Scanner Central Admin Console ..........cccccoeeeeeeeeennnn... 130

5.3 Pre-settings for the Scanner Central Admin Agent ..........ooocccccciisir e s s e s s e e e e e e e e e s e nnnnnnnnnnns 132
Installing the Scanner Central AdMIN AGENT.........eeee et e e e e e e e e e e e e e e eeeeeeeeeeessanannn 132
Configuring the SNMP Trap Notification for the Scanner Central Admin Agent.............ooooirriiiiiiicciee e 132

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
11



Contents

5.4  Pre-settings for the NetWork SCanNers ... 134
Configuring the SNMP Linking for the NetWork SCanNEers............ou i 134

E T T 0 4 1= o2 1T T RS0 1 L Ll I - T o 135
5.6 Maintaining the SCANNEIS ... s nnnn 137
Chapter 6 Maintenance of Scanner Central Admin ... e e e 138
6.1 Maintaining the Scanner Central Admin SEIrVEr ... 139
Backing Up Scanner Central Admin Server SEHINGS ..........o e 139
Restoring Scanner Central Admin SErver SEHINGS ......... i e 140
Obtaining Technical Support on the Scanner Central AdMIN SErVer ... 141

6.2 Maintaining the Scanner Central Admin Agent ... e 142
Updating the Scanner Central AdmIin AGENT ... ... ittt e e e e e e e e e e e e e e e e e e s e bbb e eeeees 142
Obtaining Technical Support on the Scanner Central AdmMIN AGENt .......oooo i 142

6.3 Obtaining Technical Support on the SCA Module Creator ... 144
6.4 Maintaining Image Scanners (Operated without SCA Agent)/Network Scanners ..........ccccoirmimrrremmcennnnnsnnnnnnn. 145
Y o 1= o U Y 146
W I (=== T - 147
Event Log Messages in Windows Server (Scanner Central Admin SErver).........oooovviiiiiiiiiiiieieeeeeeeeeee e 147
Backup/Restore Command Messages (Scanner Central Admin SEIVEN).........cooooeiiiiiiiiiiiiie e 149

Audit Log Export Command Messages (Scanner Central Admin SErVer).........oooooiiiiiiiiiiiiiieee e 151
Scanner Central Admin Console Messages (Scanner Central Admin CONSOIE).......cccceeeiiiiiiiiiiiiiiiiiceee e 152

A.2  IMPpPOrt/EXport File FOrMAtS .........ee i ss s s s s e s s e e e e e s e e nnnnm s s s s s s s s s e s e e e e e e e s s nmmmnssssssssssssssssssnenmnnnnnnnn 153
Scanner Configuration File FOrMAL ... e e e e e e e e e e e e aaaaeeees 153

Y=Y oY o To TN 11> o o = RSP 167
Statistical INformation File FOrMAL...... ..o et e e e ettt e e e e e e e eeaaaeeeaeeeeeaaaannnns 167

A.3 How to Move to a Different Scanner Central Admin Server ... s 169

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
12



Contents

7N S = 7 o (U 2= T3 U I S=To] oY - 1 T o 170
Backing Up/Restoring Data Between Different Versions of the Scanner Central Admin Server Software................... 170
Event Source Name Output by Scanner Central ADMIN SEIVET ...........ceciiiiiiieiiiecie ettt 171 Introduction
A.5 Functional Comparison among Scanner Types ..................................................................................................... 172 Overview of Scanner
A.6 How to Update the Scanner Central Admin ... 175 Central Admin
A.7 Uninstalling the APPliCation ............ s e e s e e e e s e s nm s s s s s s s aaa s s s e n e e e e nnnnnns 176
Precautions when Uninstalling Scanner Central AAMIN SEIVET ...... ..o 176 Installation of Scanner
Precautions when Uninstalling Scanner Central AdMin CONSOIE................ccovivoeeveeeeeeeeeeeeeeeeeeeeee e, 176 Central Admin
[ [0V (o T U 1T g ] o= 1IN g TSN Y o] o I T= 11 o] o SO 176 .
. . C e Using the Scanner
A.8 Creating and Installing an Update Module from a User Application ..o 178 S Rl Qe
A.9 Application Configuration of Scanner Central Admin ... e 180
A.10 Connectibility of the Scanner Central Admin Server ... 181 _ .
e e . Using e-Mail Alerts
A.11 Message Code Notifications via SNMP Traps .......cccccciiiiiiiiiiiissssssssss s s 182
] oY= 7 T O 184 Linking with the
13 o 1= 188 Integrated
Management System
Maintenance of
Scanner Central
Admin
Appendix
Glossary

13



Chapter 1 Overview of Scanner
Central Admin

This chapter describes the features, main functions, and system configuration of Scanner Central Admin.
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Chapter 1 Overview of Scanner Central Admin

1.1 Features of Scanner Central Admin

This section describes the features of Scanner Central Admin.
Scanner Central Admin has the following features:

Installing a Large Number of Scanners in a Short Time

There is no need to set each scanner one by one, because Scanner
Central Admin allows you to set multiple scanners at the same time.
This contributes to a significant reduction in the time required to install a
large number of scanners or change their settings.

Automatically Checking New Update Modules for
Scanners

Scanner Central Admin automatically and periodically checks if new
update modules for the managed scanners are available on the Web
site. When new update modules are available, Scanner Central Admin
can notify administrators of the information.

Updating All Scanners at the Same Time

After installing the scanners, you can download the latest driver updates
available on the Web site for your scanners and update all scanners at
the same time.

There is no need to update each scanner (and computer connected to
the scanner individually). In other words, you can simultaneously
download the latest driver updates to a large number of scanners in a
short time.

You can also update the firmware and applications in the same manner.

Registering All Scanners at the Same Time with Scanner
Discovery
You can search in a specified network range for scanners to be centrally
administered and register them automatically.
Monitoring the Operating Status of Scanners in Real Time

You can monitor the operating status of scanners in real time, which
allows you to keep track of the number of operating scanners, the ones
that need replacement of consumable parts, the ones in which an error
has occurred, or the ones that need maintenance.

Centralized Management of Multiple Scanners

You can check a list showing information on multiple scanners, including
their model names or the version number of the system/firmware/driver.
The scanner information is automatically registered by scanners,

allowing a large number of scanners to be centrally managed with ease.

Providing e-Mail Alerts for Consumable Part Replacement
and Errors in Scanners

e-Mail alerts for consumable part replacement and errors in scanners
are sent to the administrators.

By checking these e-mails, the administrators can act swiftly to take
appropriate measures for scanners located at various locations.

The use of e-mail alerts in the administration of scanners can be
implemented easily by utilizing the existing e-mail system.

Achieving the Capability to Link with the Integrated
Management System

SNMP traps are used to alert the integrated management system about
consumable part replacement and errors in scanners.

By checking the SNMP traps sent to the integrated management
system, the administrators can act swiftly to take appropriate measures
for scanners located at various locations.

The administration of scanners by means of linkage with the integrated
management system can be implemented easily by utilizing the existing
integrated management system.
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Chapter 1 Overview of Scanner Central Admin

1.2 Main Functions of Scanner Central Admin

This section describes the main functions of Scanner Central
Admin.

HINT
For the functional differences among scanner types, refer to "A.5
Functional Comparison among Scanner Types" (page 172).

Scanner Update Function

This function provides the capability to simultaneously update
settings for multiple scanners and their drivers.

Because there is no need to update each scanner one by one,
a significant reduction is achieved in the time required to
update a large number of scanners.

-
Sca'nner Driver
settings

Update Update

.,"
v,
Scanner Dnver Scanner ,,,,,
seumgs semngs ,,,,
....
‘.,

L
& /] 74
Scanner Scanner Scanner Scanner Scanner Scanner
settings settings settings settings settings settings
Driver Driver ‘ Driver Driver
...... »: Update

Scanner Monitoring Function

This function provides the capability to monitor the scanners
that need replacement of consumable parts, the ones in which
an error has occurred, or the ones that need maintenance.
You can easily check the operating status of scanners.

Alerts for consumable part replacement and errors

V & w

Errors Consumable Check
Alerts required

. Alerts for consumable
* part replacement and
errors
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Chapter 1 Overview of Scanner Central Admin

Scanner Management Function

This function provides the capability to manage scanners by
checking the scanner information (such as their model names
and the version number of the system/firmware/driver) or by
sorting scanners into different groups.

Sorting the scanners by department allows the individual
departments to update their own scanners.

Scanner A:Scanner information

Scanner B:Scanner information _. O
e ) ]
Firmware Driver
.
Q”’ N
RYVAAH\D
N\
RV AT
.
3
3

Scanner F:Scanner information

Scanner D |z | Scanner E Scanner F

=| Scanner C

Firmware Firmware Driver

H ‘ Driver

Sales ) Development
.........

------ »: Update
department department

O
---------
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Chapter 1 Overview of Scanner Central Admin

1.3 System Configuration of Scanner Central Admin

Introduction
This section describes the system configuration of Scanner Scanner Central Admin consists of four applications.
Central Admin. ® Scanner Central Admin Server Overview of Scanner
This application is installed on a computer to be used for the Central Admin
Scanner Central Scanner Central :
Admin Server Peiaiin Carenile centralized management of scanners.
By registering scanners on the Scanner Central Admin Server, you .
e Upload update modules/ A i
{==| check update status can build a system to run a unified management for all scanners. Installation O,f Scanner
. | < , Central Admin
== > ® Scanner Central Admin Console
g‘;lr;;‘;: gr‘]’t”::g“gfr';ga” % This application is installed on a computer to be used for uploading
) Administrator|  SCA Module update modules and monitoring the operating status of scanners. Using the Scanner
‘ = ’—.ja,‘ Creator The administrators can upload update modules and monitor the Central Admin Server
S H operating status of scanners from the Scanner Central Admin
—— Console window.

This window also shows the alerts sent by scanners for consumable
part replacement, errors, and maintenance.

R
35
22
c e
oD

Using e-Mail Alerts

® Scanner Central Admin Agent

S8 This application is installed on a computer connected to the scanners. Linking with the
( \ et mniten- " 1 This application is required for image scanners in order for them to Integrated
: ' link with the Scanner Central Admin Server. Management System
. ' This application is not required for image scanners (operated without :
: ' SCA Agent) and network scanners because these scanners are by Maintenance of
Vi : themselves capable of linking with the Scanner Central Admin Server. Scanner Central
Scanner Central | | * : S vy Updale By linking with the Scanner Central Admin Server, you can apply Admin

: :

Admin Agent i scanner setting updates to the scanners.
= ST » . Alerts for consumable part H H H
C. mago scamner < Image scanner o' % Network _.¢ replacement and errore This application also allows scanners to send alerts for consumable
(without SCA Agent) scanner part replacement and errors.

® SCA Module Creator

This application is used to create update modules to be uploaded to
the Scanner Central Admin Server.

This application is required only for creating the update modules for
image scanners and image scanners (operated without SCA Agent).
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Chapter 1 Overview of Scanner Central Admin

1.4 Operations of Scanner Central Admin

This section describes the operations of Scanner Central
Admin.
Scanner Central Admin can be used with the following to
ensure the construction of an optimum system that is
appropriate to the number of scanners used, the size of the
system, and the existing operating system.

® Scanner Central Admin Server

® e-Mail alerts
® Linking with the integrated management system

Operations of Scanner Central Admin are described as
follows.

Using the Scanner Central Admin Server

Image Scanner
[ Image Scanner )((without SCAAgent)J( Network Scanner )

This is the centralized management system that is built using
the Scanner Central Admin Server, which allows the
administrators to manage all scanners centrally from the
Scanner Central Admin Console window.

Scanner Central
Admin Console

Scanner Central
Admin Server

- Upload update modules/

check update status —
| . \D [
‘ !

Introduction

Overview of Scanner

Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

HINT s for consumablepat~ - %, S
® If the scanner to be managed is fi-8040, fi-8190/fi-8290/fi-8170/fi- SCA Modle Linking with the
8270/fi-8150/fi-8250, or fi-7300NX, it is recommended that the ! Integrated
scanner should be operated in either of the following ways: h 4 Management System
. S
- When managing both the scanner and computer Update .
Operate the scanner and computer by using the scanner as an Maintenance of
image scanner (with SCA Agent). Scanner Central
- When managing only the scanner Admin
Operate the scanner as an image scanner (without SCA Agent). r A
(For fi-8190/fi-8290/fi-8170/fi-8270/fi-8150/fi-8250 and fi-7300NX,
the scanner is supposed to be connected to NX Manager.) @
® The use of the Scanner Central Admin Server provides a variety of
ways to operate scanners. For examples of how to operate scanners, oo o] aracamal | eamercora
refer to "3.15 Operation Examples" (page 112). Admin Agent Admin Agent i|AdminAgent | P P : Update
Sales __________J%, Development ¢ l /r\elzl[;s(:;or;:gtn;z]ztrﬂsrgan
department department
Applications Used
® Scanner Central Admin Server
@ Scanner Central Admin Console
® Scanner Central Admin Agent Appendix
® SCA Module Creator
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Chapter 1 Overview of Scanner Central Admin

Features

All functions are available, including the scanner update function,
scanner monitoring function, and scanner management function.

Using e-Mail AIerts( Image Scanner ][ NetworkScannerJ

_ . Introduction
If replacement of consumable parts is necessary or if an error

occurs while the scanners are in use, the administrators are Overview of Scanner
alerted by e-mail.

By checking these e-mails, the administrators can act swiftly
to take appropriate measures for the scanners. Installation of Scanner
In this way, you can manage scanners quite easily by utilizing Gt il

the existing e-mail system.

Central Admin

Using the Scanner
SMTP server Central Admin Server

o-Mail alerts T = i3 Using e-Mail Alerts

#
.‘ﬁ 4 » y”'".,' Administrator
N Linking with the
R Integrated
@-Iéfts for con?'.UmabIe pa—‘q replac;?agnt ané’énzp’rs Management SyStem
; T, T, Maintenance of
: N, e, Scanner Central
: Admin
Scanner Central Scanner Central Scanner Central
Admin Agent Admin Agent Admin Agent
------ P Alerts for consumable part
replacement and errors
Applications Used
® SMTP server
® Scanner Central Admin Agent
Features .
L . . Appendix
You can use the scanner monitoring function by means of e-mail alerts.
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Chapter 1 Overview of Scanner Central Admin

Linking with the Integrated Management System

( Image Scanner ]{ NetworkScanner]

If replacement of consumable parts is necessary or if an error
occurs while the scanners are in use, the integrated
management system (SNMP manager) is alerted by an SNMP
trap.

By checking the SNMP traps sent to the integrated
management system (SNMP manager), the administrators
can act swiftly to take appropriate measures for the scanners.
In this way, you can manage scanners quite easily by utilizing
the existing integrated management system.

Integrated management system
(SNMP manager)

o Check SNMP traps ‘DJW‘

Administrator

Alerts for consumable part replacement and errors
(SNMP trap messages)

=y

&
i

Scanner Central
Admin Agent

Scanner Central
Admin Agent

Scanner Central
Admin Agent

: Alerts for consumable part
replacement and errors

Applications Used
® Integrated management system (SNMP manager)
® Scanner Central Admin Agent

Features

You can use the scanner monitoring function by means of SNMP trap
messages.
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Chapter 1 Overview of Scanner Central Admin

1.5 System Requirements

This section describes the system requirements.

Requirements for the Scanner Central Admin
Server

For use of the Scanner Central Admin Server, the following
requirements apply:
Software
® Operating system (*1)
- Windows Server® 2016 Standard (64-bit)
- Windows Server® 2019 Standard (64-bit)
- Windows Server® 2022 Standard (64-bit)

- Windows Server® 2025 Standard (64-bit)

® NET Framework 4.7.2 or later (*2)
® [IS 7.0 or later (*3) (*4)
® SQL Server (*5)

- Microsoft® SQL Server™ 2017 Express (64-bit)
- Microsoft® SQL Server™ 2017 Standard (64-bit)
- Microsoft® SQL Server™ 2019 Standard (64-bit)

® Microsoft® Windows® Installer 5.0 or later
® Scan to Microsoft SharePoint (*6)
*1: The language for the Scanner Central Admin Server's operating

system and the language selected for the network scanner must be

the same.
*2: If a notification that .NET Framework is not installed occurs,

download .NET Framework from the Microsoft Web site and install it

on the computer.
*3: A Web server function of IIS 7.0 or later must be installed.

*4: When installing IIS 7.0 or later, make sure to install the following

components.
- 1IS-WebServer

® [IS-CommonHttpFeatures (IIS-StaticContent/
[1S-DefaultDocument/l|S-HttpErrors)

® [|S-ApplicationDevelopment (IIS-ASPNET/
11S-NetFxExtensibility/lISISAPIExtensions/IIS-ISAPIFilter)

® [IS-HealthAndDiagnostics (IIS-HttpLogging/
11IS-RequestMonitor)

® |IS-Security (11S-RequestFiltering)

® |IS-Performance (IIS-HttpCompressionStatic)
- 1IS-WebServerManagementTools

® [IS-ManagementConsole

*5: When installing the Scanner Central Admin Server, you can select

whether to install SQL Server as new or to use the existing SQL
Server. If you install it as new, Microsoft® SQL Server™ 2017
Express (64-bit) is installed.

After Microsoft® SQL Server™ 2017 Express (64-bit) has been
installed, download and apply the latest Service Pack.

*6: This software needs to be installed when the Scanner Central Admin

Server links with Microsoft Office SharePoint Server.

Download the installer from the following Web site. To download it,
an internet connection is required.
https://lwww.pfu.ricoh.com/global/scanners/fi/dl/msp.html
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Requirements for the Scanner Central Admin

ATTENTION
Required software for linkage with N7100/N7100E Console/SCA Module Creator :
The following requirements for the environment of the Scanner Central Introduction
Admin need to be met for updating the system preferences and editing For use of the Scanner Central Admin Console and SCA
the job settings, which include the scan settings. Module Creator, the following requirements apply: Overview of Scanner
® Scanner Central Admin Console 3.4 or later (N7100) Central Admin
Scanner Central Admin Console 5.2.1 or later (N7100E) Software
The version currently installed can be displayed by pressing the ® Operating system

Installation of Scanner
Central Admin

[About...] button on the Scanner Central Admin Console window.

_ . ® _hi _hi
® NET Framework 4.7.2 or later Windows ™ 10 Home (32-bit/64-bit)

This must be installed in the execution environment where both - Windows® 10 Pro (32-bit/64-bit)
:rceair;]r:;"(ézntral Admin Server and Scanner Central Admin Console - Windows® 10 Enterprise (32-bit/64-bit) Using the Scanner
- Windows® 10 Education (32-bit/64-bit) Central Admin Server
HINT - Windows Server® 2016 Standard (64-bit)
Scanner Central Admin Server and NX Manager can be installed on the - Windows Server® 2019 Standard (64-bit) Using e-Mail Alerts
SRl RN, - Windows Server® 2022 Standard (64-bit)
; ® ; o .
Hardware - Windows Server~ 2025 Standard (64-bit) Linking with the
_ . ® _hi
® Any computer that is capable of running the supported software and Windows™ 11 Home (64-bit) an;engaraLen(]j ent System
meets the following requirements - Windows® 11 Pro (64-bit) g y
- Windows® 11 Enterprise (64-bit Maintenance of
CPU Intel or Intel-compatible processor (*1) P ( ) Scanner Central
- Windows® 11 Education (64-bit) :
Memory 512 MB or more . Admin
(Recommended: 1 GB or more) (*1) ® .NET Framework (*1)
Disk space 4.2 GB or more of free space (*2) NET Framework 4.7.2 or later
*1: If a notification that .NET Framework is not installed occurs,
*1: These requirements vary according to the recommended download .NET Framework from the Microsoft Web site and install it
requirements of your operating system. on the computer.
*2: Free disk space must be 4.2 GB or more, which includes 1 GB that is ATTENTION
required to install Microsoft® SQL Server™ 2017 Express (64-bit). Depending on the environment, some functions are not available.
® XGA monitor or better For details, refer to " Required software for linkage with N7100/N7100E"
® LAN cable (page 23).
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Chapter 1 Overview of Scanner Central Admin

Hardware Requirements for the Scanner Central Admin
® Any computer that is capable of running the supported software and
meets the following requirements g Introduction
Memory 1 GB or more _ ) )
(Recommended: 4 GB or more) (*1) For use of the Scanner Central Admin Agent, the following Overview of Scanner
: . Central Admin
Disk space 2.2 GB or more of free space requirements apply:
Software ,
*1: These requirements vary according to the recommended Installation of Scanner

Central Admin

) ; ® Operating system
requirement of your operating system. _ ® _ _
@ XGA monitor or better - Windows™ 10 Home (32-bit/64-bit)

® LAN cable - Windows® 10 Pro (32-bit/64-bit)

o _ Using the Scanner
® Pointing device (e.g. mouse) - Windows® 10 Enterprise (32-bit/64-bit) Central Admin Server
- Windows® 10 Education (32-bit/64-bit)
- Windows Server® 2016 Standard (64-bit) (*1) Using e-Mail Alerts
- Windows Server® 2019 Standard (64-bit) (*1)
- Windows Server® 2022 Standard (64-bit) (*1) Linking with the
- Windows Server® 2025 Standard (64-bit) (*1) Integrated
_ ® _ Management System
- Windows™ 11 Home (64-bit)
- Windows® 11 Pro (64-bit) '\S/'?;'r‘]tﬁgfg‘;it?;

- Windows® 11 Enterprise (64-bit) Admin
- Windows® 11 Education (64-bit)
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Chapter 1 Overview of Scanner Central Admin

® NET Framework (*2)
NET Framework 4.7.2 or later

ATTENTION

Some error messages will appear in English if you use Scanner Central
Admin Agent in an environment where Microsoft .NET Framework
Language Pack is not installed.

*1: The Desktop Experience feature must be enabled.

*2: If a notification that .NET Framework is not installed occurs,
download .NET Framework from the Microsoft Web site and install it
on the computer.

To monitor or manage the scanner, the following software
must be installed.
To install the following software, install Software Operation
Panel.

® PaperStream IP (TWAIN)

® PaperStream IP (TWAIN x64)

® PaperStream IP (ISIS)

® TWAIN driver

® VRS

Hardware

® Any computer that is capable of running the supported software and
meets the following requirements

CPU Intel or Intel-compatible processor (*1)

Memory 1 GB or more (Recommended: 4 GB or more)
*1)

Disk space 2.2 GB or more of free space

*1: These requirements vary according to the recommended
requirement of your operating system.

ATTENTION

For scanner connection or system requirements, refer to the
manual (or manuals) of your scanner model.

® XGA monitor or better

® LAN cable

® Pointing device (e.g. mouse)
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Network Requirements for Scanner Central
Admin

The Number of Scanners That Can Be Centrally
Managed

This section describes the network requirements for Scanner
Central Admin.
For Scanner Central Admin, the following network
requirements must be met:
® HTTP/HTTPS communication is possible from the Scanner Central
Admin Server to the image scanner (operated without SCA Agent).
® HTTP/HTTPS communication is possible from the Scanner Central
Admin Server to the network scanner (when the scanner discovery
function or update call function is used).
® HTTP/HTTPS communication is possible from the Scanner Central
Admin Agent/image scanner (operated without SCA Agent)/network
scanner to the Scanner Central Admin Server.
® HTTP/HTTPS communication is possible from the Scanner Central
Admin Console to the Scanner Central Admin Server.
® Wake-On-LAN Magic Packet routing is possible from the Scanner
Central Admin Server to the network scanner (when Wake-On-LAN is
used).
® SMTP communication is possible from the Scanner Central Admin
Server/Scanner Central Admin Agent/network scanner to the SMTP
server.
® SNMP trap communication is possible from the Scanner Central

Admin Agent/network scanner to the integrated management system.

® HTTP communication is possible from the SCA Module Creator to the
download site (Internet Web site) when acquiring an update module
from a download site.

® HTTP communication is possible from the Scanner Central Admin
Server to the download site (when the new update checking function
is used).

ATTENTION

The following restriction applies to the connection between the Scanner
Central Admin Agent or network scanner and the Scanner Central
Admin Server:

® Communication via an HTTP proxy is not supported.

Up to 1,000 scanners can be centrally managed with the
Scanner Central Admin Server.

Once the number of scanners reaches 1,000, no more
scanners can be registered for Scanner Central Admin. If
there are more than 1,000 scanners, several Scanner Central
Admin Servers may be installed, where each server manages
no more than 1,000 scanners.
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Port Number List

The port numbers used are listed below.

Function From/To Port number | Protocol
number
Scanner Central | Scanner Central Admin | 80 (HTTP) 6 (TCP)
Admin Server Server *1)
connection =Image scanner
(operated without SCA 443 (HTTPS) | 6 (TCP)
Agent)/network (*1)
scanner
Scanner Central Admin | 20444 6 (TCP)
Agent/image scanner (HTTP/
(operated without SCA | HTTPS) (*1)
Agent)/network
scanner
= Scanner Central
Admin Server
Scanner Central Admin | 10444 6 (TCP)
Console (HTTP/
= Scanner Central HTTPS) (*1)
Admin Server (*6)
10445 6 (TCP)
(HTTP) (*7)
Scanner Central Admin | 389 (LDAP) 6 (TCP)
Server
=LDAP Server (*2) 636 (LDAPS) | 6 (TCP)
3268 (Active | 6 (TCP)
Directory
Global
Catalog)
3269 (Active | 6 (TCP)
Directory
Global

Catalog over
SSL)

Function From/To Port number | Protocol
number
ScannerCentral | Scanner Central Admin | 137,138,139, | 6 (TCP)
Admin Server Server 445 (SMB) 17 (UDP)
connection = Print server (*2)
Scanner Central Admin | 137,138,139, | 6 (TCP)
Server 445 (SMB) 17 (UDP)
=File server (*2)
Scanner Central Admin | 20,21 (FTP) 6 (TCP)
Server *1)
=FTP server (*2)
Scanner Central Admin | 989,990 6 (TCP)
Server (FTPS) (*1)
=FTPS server (*2)
Scanner Central Admin | 25 (SMTP) 6 (TCP)
Server *1)
=SMTP server (*2)
Scanner Central Admin | Free 6 (TCP)
Server
= Proxy server (*2)
Scanner Central Admin | 30444 6 (TCP)
Server link with (HTTP/
SharePoint (*2) HTTPS) (*1)
Scanner Central Admin | 80 (HTTP) 6 (TCP)
Server
=Download site (*5)
Sending e-mail | Scanner Central Admin | 25 (SMTP) 6 (TCP)
Agent/network scanner | (*1)
=SMTP server
SNMP trap Scanner Central Admin | 162 (snmp- 17 (UDP)
notification (*3) | Agent/network scanner | trap)

= Integrated
management system
(SNMP manager)
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Chapter 1 Overview of Scanner Central Admin

Function From/To Port number | Protocol
number
Update module | SCA Module Creator 80 (HTTP) 6 (TCP)
creation (*4)(*5) | =Download site
Wake On LAN Scanner Central Admin | 443 (Wake 17 (UDP)
Server On LAN
= Network scanner (*2) | Magic
Packet) (*1)
*1: The port number can be changed.
*2: For network scanners.
*3: For image scanners.
*4: For image scanners and image scanners (operated without SCA
Agent).
*5: When acquiring update information and update modules from the
download site.
*6, *7: The port number for (*6) plus the number one equals to the port

number for (*7).
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Chapter 2 Installation of Scanner
Central Admin

This chapter describes the installation of Scanner Central Admin.

2.1 Applications Required for Each Operation.............ooooiiiiiiiiiiiiiie s e e e
2.2 Installing the Scanner Central Admin Server SOftWare............ooooo oo
2.3 Installing the Scanner Central AdMIN CONSOIE .........oiiiiiiiiiiiii e
2.4 Installing the Scanner Central AdmMIN AGENT ..o e e e e e e
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Chapter 2 Installation of Scanner Central Admin

2.1 Applications Required for Each Operation

Introduction

Applications required for each operation are shown below.

Overview of Scanner
Operation Application Image scanner Image scanner Network scanner Central Admin
(operated without
SCA Agent ,
gent) Installation of Scanner
Scanner Central Admin Server Scanner Central Admin Server Yes Yes Yes Central Admin
Scanner Central Admin Console Yes Yes Yes ;
Using the Scanner
Scanner Central Admin Agent Yes - - Central Admin Server
SCA Module Creator Yes Yes -
e-Mail alerts SMTP server (*1) Yes - Yes Using e-Mail Alerts
Scanner Central Admin Agent Yes - - ———
Linking with the
Linking with the integrated Integrated management system Yes - Yes Integrated
management system (SNMP manager) (*2) Management System
Scanner Central Admin Agent Yes - - Maintenance of
Scanner Central
Yes : Necessary Admin
- : Not necessary
*1 : An existing e-mail system is used.
*2 : An existing integrated management system is used.
Install the applications required for each operation.
For details about how to install the individual applications, refer to the following sections:
® Scanner Central Admin Server
"2.2 Installing the Scanner Central Admin Server Software" (page 32)
® Scanner Central Admin Console/SCA Module Creator
"2.3 Installing the Scanner Central Admin Console" (page 35)
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® Scanner Central Admin Agent
"2.4 Installing the Scanner Central Admin Agent" (page 37)

ATTENTION

When you use Scanner Central Admin, update the following

applications, drivers, firmware, and software to the latest versions.

® Scanner Central Admin Server

® Scanner Central Admin Console

® Scanner Central Admin Agent

® image scanner drivers

® image scanner/image scanner (operated without SCA Agent)
firmware

® network scanner software

If they are not the latest versions, you may not be able to use some

functions of Scanner Central Admin.
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2.2 Installing the Scanner Central Admin Server Software

Introduction
Install the Scanner Central Admin Server software on a

computer to be used for the centralized management of [ m—— Overview of Scanner
scanners. S _ _ _ _ Central Admin
the Scanner Central Admin Server is already installed, skip to
) "2.3 Installing the Scanner Central Admin Console" (page 35).
1 Make sure that the system requirements for the Scanner ® If a previous version of Scanner Central Admin Server is Installation of Scanner

already installed, upgrade it. With upgrade installation, all of the Central Admin
previous Scanner Central Admin Server settings are
automatically carried over. However, as a precaution, it is still

Central Admin Server are met.
For details about the system requirements for the Scanner Central
Admin Server, refer to "Requirements for the Scanner Central Admin

Server" (page 22).

2 Tumonthe computer and log on as a user with
administrator privileges.

1 Download the Scanner Central Admin Server installer from the

following web page.
An internet connection is required for downloading.

https://www.pfu.ricoh.com/global/scanners/fi/dl/win-sca-list.ntml

2 Proceed to Step 3.

3 Install the application by following the instructions
displayed in the window.

recommended that the old settings be backed up before
proceeding with the upgrade installation. For details about how
to back up the Scanner Central Admin Server settings, refer to
"Backing Up Scanner Central Admin Server Settings" (page
139).

® Set the correct date and time for the computer installed with the
Scanner Central Admin Server and the Scanner Central Admin
Console. If the date/time difference between the values set in
the computer and actual values is large, normal operation may
not be possible.
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HINT

® Select the software to install if necessary.
The following software can be selected:
- Scanner Central Admin Server
- Scanner Central Admin Server Database
If you use Scanner Central Admin Server and Scanner Central
Admin Server Database on a single server, the default settings
do not need to be changed. Install both of the software
mentioned above on the same server.
If you use Scanner Central Admin Server Database on another
server, contact the distributor/dealer where you purchased this
product.

® If Microsoft VC++ 2015 Redistributable is already installed on a
computer on which you want to install Scanner Central Admin
Server Database, uninstall it before installing Scanner Central
Admin Server Database.

Microsoft VC++ 2015 Redistributable will be installed at the
same time as Scanner Central Server Database.

® Specify a folder in a local disk for the installation folder.

® Do not install the Scanner Central Admin Server directly under
a root folder. Doing so may result in the Scanner Central Admin
Server not operating normally.

® Do not use the following characters for the installation folder
name. If you use the following characters, the Scanner Central
Admin Server may not operate normally.

)

@ If the following error message appears, installation was not

successful:
An installation package for the product Microsoft SQL
Server Native Client cannot be found. Try the installation
agent using a valid copy of the installation package
'sqincli.msi'.
In this case, uninstall "SQL Server Native Client". Then, try
installing the Scanner Central Admin Server software again.

@ If the installation process fails and the following error message
appears, stop the IS service (w3svc.exe) and re-start manually.
Then, reinstall the Scanner Central Admin Server software.

The installation process was canceled because the system
was busy. Try restarting the Installation Wizard again later.

® If the error message below appears, check that IIS
Management Console is installed. If IS Management Console
is not installed, select and install IS Management Console in
[Role Services].
Installation requires that [IS Management Console be
installed.
Refer to the manual for details.
To select the role services for 1S, select [Administrative Tools]
- [Server Manager], and select [Web Server (11S)] in [Roles
Summary].
® The settings shown below are required during the process.
Determine the port number and protocol to be used in advance.
- Port number for scanner communication
- Port number for Scanner Central Admin Console
communication
- Scanner Shared Folder Service port number
To change the port number and protocol settings after
installation, use the [Scanner Central Admin Server Settings]
window in the Scanner Central Admin Console.

® Because the Scanner Central Admin Server uses HTTPS to

communicate with the Scanner Central Admin Console or to
receive data from scanners, a self-signed certificate is
automatically imported into the computer. However, it is
recommended that a formal certificate be installed manually.
For details, refer to "Importing the Certificate (for HTTPS)"
(page 45).

@ |f an interruption or error occurs during the installation or

uninstallation process, the following programs may be installed:
- AMMANAGER instance of Microsoft SQL Server 2017

- Microsoft SQL Server Native Client

- Microsoft SQL Server Setup Support Files

- Microsoft SQL Server VSS Writer

- MSXML 6.0 Parser

In this case, uninstall the programs described above.
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Chapter 2 Installation of Scanner Central Admin

For details about uninstalling the programs, the following is a
description of the process using Windows Server 2022 as an

example. .
To uninstall a program, select [Control Panel]—[Programs and Introduction
Features]. _

Use the following procedure to uninstall "Microsoft SQL Server Overview of Scanner
2017 AMMANAGER instance". Central Admin

1 Select [Microsoft SQL Server 2017 (64-bit)] in the list of
[Programs and Features], and press the [Uninstall/

Change] button. Installation of Scanner

Central Admin

2 Follow the instructions on the screen.
For the instance, select AMMANAGER: Database :
Enginel]. Using the Scanner

For programs other than "Microsoft SQL Server 2017 Central Admin Server

AMMANAGER instance", deletion is not necessary as they are
used by other applications.
® [f the following changes are to be made after the Scanner Using e-Mail Alerts
Central Admin Server has been installed, uninstall the Scanner
Central Admin Server software, and reinstall after making the

changes: Linking with the
- The Scanner Central Admin Server is to be used as the Integrated
Active Directory domain controller Management System
- The domain controller role assignment is to be deleted _
Maintenance of
4 : o : Scanner Central
When the installation is complete, a dialog box appears, Admin
prompting you to restart the computer. Restart the
computer.
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2.3 Installing the Scanner Central Admin Console

Introduction

Install the Scanner Central Admin Console on a computer to

be used to upload update modules or monitor the operating ATTENTION Overview of Scanner
status of scanners. ® Selgct [Control Panel] — [Nerork ?nd Internet] - [Internet ' Central Admin
o . Options], and note the following points on the settings shown in
The SCA Module Creator is installed at the same time as the the [Internet Options] dialog box. ,
Scanner Central Admin Console. - In the [Accessibility] dialog box shown when pressing the Installation of Scanner
[Accessibility] button on the [General] tab, do not change the Central Admin
. formatting and user style sheet settings. If these settings are
1 Make sure that the system requirements for the Scanner changed, the displayed style of the Scanner Central Admin .
Central Admin Console are met. Console may be corrupted. Using the Sqanner
For details about the system requirements for the Scanner Central - In the [Language Preference] dialog box shown when Central Admin Server
Admin Console, refer to "Requirements for the Scanner Central pressing the [Languages] button on the [General] tab, move
Admin Console/SCA Module Creator” (page 23). the same language as that of the Scanner Central Admin
Server's operating system to the top. If a different language is Using e-Mail Alerts
2 Turn on the computer and log on as a user with specified, a problem may occur with the input or displays for
administrator privileges. the Scanner Central Admin Console.
1 Download the installer for Scanner Central Admin Console from - In computers with Internet Explorer 11 already installed, Linking with the
the web page below. some window items of the Scanner Central Admin Console Integrated
To download the installer, you need to be able to access the may.not appear properly. . . . Management System
e el e o e————
. : . : : e [Sites] button, and a e IP address, host name, or
https://www.pfu.ricoh.com/global/scanners/fi/dl/win-sca-list.html SO e S ey Gl Acliin Seear i dm [ s Scanner Central
2 Proceed to Step 3. sites] window. Admin

Then, press the [Delete] button in the [General] tab to delete
temporary files and history files, and then restart the Scanner
Central Admin Console.

- On the [Security] tab, if [Security level for this zone] is set to
[High], part of the Scanner Central Admin Console window
may not be correctly displayed.

In this case, perform the following:
® On the [Security] tab, add Scanner Central Admin
Server to trusted sites and press the [Default Level]
button.

3 Install the application by following the instructions
displayed in the window.
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® Press the [Custom Level] button and check [Enable]
for [Binary and script behaviors] and [XAML Browser
Application].

- On the [Advanced] tab, select the [Play animations in
webpages] check box under [Multimedia].
In Windows Server, this check box is not selected by default.
® \When the font size is large, part of the dialog box may not be
shown correctly. In this case, use a smaller font size.

HINT

® Specify a folder in a local disk for the installation folder.

® Do not install the Scanner Central Admin Console directly under
a root folder. Doing so may result in the Scanner Central Admin
Console not operating normally.

® Do not use the following characters for the installation folder
name. If you use the following characters, the Scanner Central
Admin Console may not operate normally.
[;:,.%?2"<>|#%

4 After the installation is complete, select the [Start]
menu-[All Programs]-[Scanner Central Admin
Server]-»[Scanner Central Admin Console] and make
sure that the Scanner Central Admin Console window
appears.
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2.4 Installing the Scanner Central Admin Agent Ty

Install the Scanner Central Admin Agent on a computer Installation options are described as follows. Overview of Scanner
: Central Admin
connectgd to scanners . . ATTENTION
You can install the Scanner Central Admin Agent using one of ® Scanner Central Admin Agent is not certified to run on a Terminal
the following three options: Services client or Remote Desktop Connection client. Installation of Scanner
® Standard installation ® [f the image scanner drivers and Software Operation Panel are not Central Admin

installed, the status of the scanner and information about the scanner

With thi tion, th tral Admin Agent is installed fi
! Is option, the Scanner Central Admin Agent is installed from are not notified to Scanner Central Admin Server.

the Setup DVD-ROM to the computer connected to the scanners.

® Do not back up a disk image of a computer in which the Scanner Using the Scanner
® Installation with automatic setting/registration processing Central Admin Agent is installed to restore the disk image on another Central Admin Server
This option offers an easy way of installing and setting the Scanner computer. Scanner Central Admin Agent will not operate on a
Central Admin Agent for many computers. computer where the disk image has been restored.

Export the Scanner Central Admin Agent settings in advance so that

the Scanner Central Admin Agent is automatically set as it is SHIGE LA

installed.
If the Scanner Central Admin Agent settings linked with the Scanner Linking with the
Central Admin Server are used, scanners are automatically Integrated
registered as the Scanner Central Admin Agent is installed. Management System
® Silent installation for operation linked with the integrated management
system Maintenance of
With this option, the Scanner Central Admin Agent is installed on all Scanner Central
computers by using the application distribution function provided by Admin
the integrated management system.
Export the Scanner Central Admin Agent settings in advance so that
the Scanner Central Admin Agent is automatically set as it is
installed.
If the Scanner Central Admin Agent settings for which SNMP trap
messages are enabled are used, SNMP trap messages become
available as the Scanner Central Admin Agent is installed.
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Standard Installation

1 Make sure that the system requirements for the Scanner

Central Admin Agent are met.

For details about the system requirements for the Scanner Central
Admin Agent, refer to "Requirements for the Scanner Central Admin
Agent" (page 24).

2 Turnonthe computer and log on as a user with
administrator privileges.

3 Insertthe Setup DVD-ROM supplied with the scanner into
the DVD drive.

4 Follow the instructions on the windows to install the
Scanner Central Admin Agent.

HINT

® Specify a folder in a local disk for the installation folder.

® Do not install the Scanner Central Admin Agent directly under a
root folder. Doing so may result in the Scanner Central Admin
Agent not operating normally.

® Do not use the following characters for the installation folder
name. If you use the following characters, the Scanner Central
Admin Agent may not operate normally.
[;:,.%2"<>|#%

5 After the installation is complete, select the [Start]
menu-[All Programs]-[Scanner Central Admin
Agent]-[Scanner Central Admin Agent Setup] and make
sure that the [Scanner Central Admin Agent] window
appears.

Installation with Automatic Setting/Registration
Processing

1 Export the Scanner Central Admin Agent settings from the
computer on which the Scanner Central Admin Agent is
installed.

For details about how to export the Scanner Central Admin Agent
settings, refer to "Creating an Update Module of Scanner Settings
(Image Scanners)" (page 64).

2 Make sure that the computer on which the Scanner
Central Admin Agent is to be installed meets the system
requirements for the Scanner Central Admin Agent.

For details about the system requirements for the Scanner Central
Admin Agent, refer to "Requirements for the Scanner Central Admin
Agent" (page 24).

3 Tumonthe computer and log on as a user with
administrator privileges.

4 From the Setup DVD-ROM provided with the scanner,
copy the Scanner Central Admin Agent Installer folder to

external storage such as an USB memory stick.

The Scanner Central Admin Agent installer is saved in the
ScannerCentralAdmin\ScannerCentralAdminAgent folder on the
Setup DVD-ROM.

5 Copy the Scanner Central Admin Agent settings exported
in Step 1 to the Scanned Central Admin Agent installer
[Setting] folder that was copied in Step 4.

6 Start the Scanner Central Admin Agent installer
"Setup.exe" from the Scanner Central Admin Agent
installer folder that was copied in Step 4.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner

Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
38



Chapter 2 Installation of Scanner Central Admin

7

8

Install the application by following the instructions
displayed in the window.

After the installation is complete, select the [Start]
menu-[All Programs]-[Scanner Central Admin
Agent]-[Scanner Central Admin Agent Setup] and make
sure that the [Scanner Central Admin Agent] window
appears.

Repeat Steps 6 to 8 on multiple computers.

Silent Installation for Operation Linked with the
Integrated Management System

1 Usea computer on which the Scanner Central Admin
Agent is installed to verify that the SNMP trap messages
work fine.

2 Export the Scanner Central Admin Agent settings.
For details about how to export the Scanner Central Admin Agent
settings, refer to "Creating an Update Module of Scanner Settings
(Image Scanners)" (page 64).

3 Make sure that the computer on which the Scanner
Central Admin Agent is to be installed meets the system
requirements for the Scanner Central Admin Agent.

For details about the system requirements for the Scanner Central
Admin Agent, refer to "Requirements for the Scanner Central Admin
Agent" (page 24).

4 From the Setup DVD-ROM provided with the scanner,
copy the Scanner Central Admin Agent installer folder and
register it in the integrated management system.

The Scanner Central Admin Agent installer is saved in the

ScannerCentralAdmin\ScannerCentralAdminAgent folder on the
Setup DVD-ROM.

5 Copy the Scanner Central Admin Agent settings exported
in Step 2 to the [Setting] folder in the Scanner Central
Admin Agent installer folder registered in Step 4.
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6 Specify the parameters required to perform silent 7 The Scanner Central Admin Agent installer is distributed
installation using the Scanner Central Admin Agent from the integrated management system.
installer. = The Scanner Central Admin Agent is installed on all computers .
- Command executable format managed by the integrated management system. Introduction
The Scanner Central Admin Agent is set automatically as it is
Setup.exe [-silent] [-d installed. If the Scanner Central Admin Agent settings for which Overview of Scanner
{Scanner_Central_Admin_Agent_installation_folder_name}] SNMP trap messages are enabled are used, SNMP trap Central Admin
messages become available as the Scanner Central Admin Agent
The italic text represents variable character strings. is installed.

Specify -silent when you are executing silent installation. Installation of Scanner

Central Admin

If you omit this parameter, do not specify the subsequent
parameters.

-d specifies the Scanner Central Admin Agent installation folder. Using the Scanner

If you omit this parameter, the application is installed in a default Central Admin Server

folder.

This parameter takes effect only when the application is

installed for the first time. Using e-Mail Alerts

- Return value

0 Linking with the
Succeeded Integrated
e 10 Management System
Startup parameter error Maintenance of
® Other than 0 and 10 Scanner Central
Admin
Other errors
- Precautions
If you copy the Scanner Central Admin Agent settings to the
[Setting] folder in the Scanner Central Admin Agent installer
folder, and then start the installation, the Scanner Central
Admin Agent settings are automatically imported.
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Admin Server

This chapter describes operation using the Scanner Central Admin Server.

3.1 Scanner Central Admin Server QUICK GUIE ........oooiiiiiiiiiiiiiie ettt 42
3.2 Pre-settings for the Scanner Central AdmIN SEIVET...........cooomiiiiiiiiieie e e eeeeeeanans 45
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3.5 Configuring the Operating Environment for the Scanner Central Admin Server .........ccccceeevieeeeeiiiiiiieeeninn, 51
3.6 Pre-settings for the Scanner Central Admin Agent ... 53
3.7 Pre-settings for Image Scanners (Operated without SCA Agent)/Network Scanners .............ccccceeeeveeennn. 55
3.8 ReQISteriNg the SCANNEIS ..... oottt et e e e e e e e e e e ettt e e e e bbb aaa e e e e e eeeaaeeeeeeeenens 56
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Chapter 3 Using the Scanner Central Admin Server

3.1 Scanner Central Admin Server Quick Guide
Introduction
This section provides a quick guide for the Scanner Central

Admin Server. Overview of Scanner
Central Admin

Pre-settings for the Scanner Central Admin Server For details, refer to "3.2 Pre-settings for the Scanner Central Admin

® Installing the Scanner Central Admin Server Software Server” (page 45). Installation of Scanner
® Importing the Certificate (for HTTPS) Central Admin

® Setting up a Firewall

Using the Scanner
' Central Admin Server
Pre-settings for the Scanner Central Admin Console For details, refer to "3.3 Pre-settings for the Scanner Central Admin Usi .
" sing e-Mail Alerts
® Installing the Scanner Central Admin Console Console" (page 48).
® [nstalling the Error Recovery Guide
Linking with the
Integrated
v Management System
Maintenance of
Login from the Scanner Central Admin Console For details, refer to "3.4 Login from the Scanner Central Admin Scanner Central
Console" (page 49). Admin

v

Configuring the Operating Environment for the Scanner Central For details, refer to "3.5 Configuring the Operating Environment for the
Admin Server Scanner Central Admin Server" (page 51).

® Common Settings
® Network Scanner Settings
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Pre-settings for the Scanner

Central Admin Agent

® [nstalling the Scanner Central
Admin Agent

® Configuring the Scanner
Central Admin Settings of the
Scanner Central Admin Agent

Pre-settings for Image
Scanners (Operated without
SCA Agent)/Network

Scanners

® Configuring the Scanner Central
Admin Server Settings of Image
Scanners (Operated without
SCA Agent)/Network Scanners

v

A 4

Registering the Scanners

v

v

Checking New Updates

v

A 4

Updating the Image Scanners/
Image Scanners (Operated

without SCA Agent)

® Update Types Available

® Creating an Update Module

® Uploading an Update Module

® [nstalling an Update Module
(Image Scanner)

® Installing an Update Module
(Image Scanner (Operated without
SCA Agent))

® Checking the Update Status

Updating the Network
Scanners

® Update Types Available
® System Update
® Installing an Add-in

® Updating the System
Preferences

® Setting the Job Mode
® Checking the Update Status

v

v

Pre-settings for the Scanner Central Admin Agent are required for
using image scanners.

For details, refer to "3.6 Pre-settings for the Scanner Central Admin
Agent" (page 53).

Pre-settings for image scanners (operated without SCA Agent)/network
scanners are required for using image scanners (operated without SCA
Agent)/network scanners.

For details, refer to "3.7 Pre-settings for Image Scanners (Operated
without SCA Agent)/Network Scanners" (page 55).

For details, refer to "3.8 Registering the Scanners" (page 56).

For details, refer to "3.9 Checking for New Updates" (page 57).

For details about updating image scanners and image scanners
(operated without SCA Agent), refer to "3.10 Updating the Image
Scanners/Image Scanners (Operated without SCA Agent)" (page 59).

For details about updating network scanners, refer to "3.11 Updating
the Network Scanners" (page 70).
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Monitoring the Scanners

® Monitoring the Scanner Network

® Monitoring the Scanner Operating Status
® \/iewing the Statistical Information

® Viewing Event Log

® Collecting and Exporting Audit Logs
Managing the Scanners

® Scanner Configuration

® Adding Scanner Configuration
Editing Scanner Configuration
Deleting Scanner Configuration
Editing a Group

Exporting Scanner Configuration

Importing Scanner Configuration

°
[ ]
°
°
[ ]
® Scanner Auto Discovery/Scanner Registration

® Checking Scanner Details

Maintaining the Scanners

For details, refer to "3.12 Monitoring the Scanners" (page 80).

For details, refer to "3.13 Managing the Scanners" (page 87).

For details, refer to "3.14 Maintaining the Scanners" (page 111).
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3.2 Pre-settings for the Scanner Central Admin Server

This section describes the pre-settings for the Scanner
Central Admin Server.

Installing the Scanner Central Admin Server
Software

Install the Scanner Central Admin Server software on a
computer to be used for the centralized management of
scanners.

For details about installing the Scanner Central Admin Server
software, refer to "2.2 Installing the Scanner Central Admin
Server Software" (page 32).

Importing the Certificate (for HTTPS)

If HTTPS is used for communication, import the certificate.
This section uses Windows Server 2022 as an example.

1 Select the [Start] menu - [Server Manager].
= Server Manager starts.

2 Select [Tools] - [Internet Information Services (IIS)
Manager].
= 1IS Manager starts.

3 Expand the IIS Manager [Connections] tree by clicking
[HostName] - [Site].

4 select [AmConsole] or [AmService].

HINT

When the [Use HTTPS to communicate with the Scanner Central
Admin Console] check box is selected in the [Scanner Central
Admin Server Settings (Common Settings)] window, select
[AmConsole]. When the [Use HTTPS to communicate with
scanners] check box is selected, select [AmService].

5 Goto [Actions] in IS Manager and click [Bindings].
= The [Site Bindings] window appears.

6 Select [https] for the type and click the [Edit] button.
= The [Edit Site Binding] window appears.

7 Select the certificate you want to import for [SSL
certificate] and click the [OK] button.
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HINT
Set the fingerprint for the imported certificate in the CertHash.xml file.
® The CertHash.xml installation path is as follows.

Setting up a Firewall

Scanner_Central Admin_Server _installation_foldenAmManager\
Sys\CertHash.xml

® An example for setting the fingerprint for the certificate "cc ce a0 66
€3 9¢ 9b 2a 65 45 03 a3 c4 f4 e5 e6 ad ec df 9f" is as follows.

Set up a firewall.

Set the following port numbers for communication in the
Scanner Central Admin Server to enable management by the
Scanner Central Admin Console.

<?xml version="1.0" encoding="utf-8" 7>
<lISPolicy>

<CertHash>cc ce a0 66 e3 9c 9b 2a 65 45 03 a3 c4 f4 e5 e6 ad ec df 9f</CertHash>
</lISPolicy>

® The root certificates issued by the following root certificate authorities
are registered on fi-7300NX.
To enable [Validate server certificates] on fi-7300NX, import server
certificates issued by the following root certificate authorities.
The only certificates that can be trusted on fi-7300NX are server
certificates issued by these root certificate authorities.
- DigiCert Global Root G2

GlobalSign Root CA

Comodo Root CA

VeriSign Root CA

Function From/To Port number Protocol
number
Scanner Scanner Central 20444 (HTTP/HTTPS) 6 (TCP)
Central Admin Agent/
Admin image scanner Port number set for
Server (operated without | [Scanner Communication

connection | SCA Agent)/ Port Number] in the
network scanner [Scanner Central Admin
=Scanner Central | Server Settings (Common
Admin Server Settings)] window of the
Scanner Central Admin
Console
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Chapter 3 Using the Scanner Central Admin Server

Port number set for
[Scanner Central Admin
Console Communication
Port Number] in the
[Scanner Central Admin
Server Settings (Common
Settings)] window of the
Scanner Central Admin
Console plus the number
one

Function From/To Port number Protocol
number
Scanner Scanner Central 10444 (HTTP/HTTPS) 6 (TCP)
Central Admin Console
Admin =Scanner Central | Port number set for
Server Admin Server [Scanner Central Admin
connection Console Communication
Port Number] in the
[Scanner Central Admin
Server Settings (Common
Settings)] window of the
Scanner Central Admin
Console, and the port
number that is set
10445 (HTTP) 6 (TCP)

For details about setting a firewall, refer to the manual for the
relevant firewall.
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Chapter 3 Using the Scanner Central Admin Server

3.3 Pre-settings for the Scanner Central Admin Console

This section describes the pre-settings for the Scanner
Central Admin Console.

Installing the Scanner Central Admin Console

Install the Scanner Central Admin Console on a computer to
be used to upload update modules or monitor the operating
status of scanners.

For details about installing the Scanner Central Admin
Console, refer to "2.3 Installing the Scanner Central Admin
Console" (page 35).

Installing the Error Recovery Guide

Image Scanner
[ iz gle Sestrnz) J ((without SCAAgent)J

Install the Error Recovery Guide on a computer where the
Scanner Central Admin Console is installed.

If an error occurs in a scanner, pressing the [Error Details]
button in the [Event Details] window shows the "Error
Recovery Guide" corresponding to the scanner error.

The Error Recovery Guide provides information on how to
deal with errors.

1 Make sure that the system requirements for the Scanner
Central Admin Console are met.
For details about the system requirements for the Scanner Central

Admin Console, refer to "Requirements for the Scanner Central
Admin Console/SCA Module Creator" (page 23).

2 Turnonthe computer and log on as a user with
administrator privileges.

3 Insert the Setup DVD-ROM supplied with the scanner into
the DVD drive.

4 Follow the instructions on the windows to install the Error
Recovery Guide.

HINT

When multiple scanner models are to be managed, install the Error
Recovery Guide for each scanner.

To check whether the scanner is an image scanner that can be
managed by Scanner Central Admin, refer to the Operator's Guide of
your scanner model.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner

Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
48
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3.4 Login from the Scanner Central Admin Console

Login from the Scanner Central Admin Console.

The administrators can upload update modules and monitor
the operating status of scanners from the Scanner Central
Admin Console window.

This window also shows the alerts sent by scanners for
consumable part replacement, errors, and maintenance.

ATTENTION
If the normal screen display does not appear (for example: an "X" mark
appears), wait a few minutes and try again.

HINT

Session timeout time is 20 minutes (fixed). Selecting links and buttons
extends the session timeout time by 20 minutes. However, the session
timeout time is extended automatically when the [Scanner Admin
Operations] window or [Scanner Operation Monitor] window of the
Scanner Central Admin Console is shown, so as not to result in a
session timeout.

1 Selectthe [Start] menu-[All Programs]-[Scanner Central

Admin Server]-=[Scanner Central Admin Console].
= The Scanner Central Admin Console window appears.

2 Setthe [Connect to] field.
Enter the IP address, host name, or FQDN of the Scanner Central
Admin Server.

- Foran IP address

The format xxx.xxx.xxx.xxx should be used. (xxx is a value from

0 to 255.)

- For a host name or FQDN
Up to 128 characters may be entered.

Gnnecl Lo )

Specify the IP address, host name, or FQDN of the target server.

Port Number 10444

Use HTTPS

ATTENTION

If the port number was changed in [Scanner Central Admin
Console Communication Port Number] in the [Scanner Central
Admin Server Settings (Common Settings)] window of the
Scanner Central Admin Console, enter the port number
changed for [Port Number].

To use SSL, select the [Use HTTPS] check box.

If Scanner Central Admin Console is started while there is
insufficient free memory, a script error may occur. Try again after
ensuring that there is enough free memory.

For Windows Server, when first connecting to the Scanner
Central Admin Server, a confirmation window for whether or not
to add the specified URL to the trusted site zone may appear. In
this case, after adding the Scanner Central Admin Server URL
as a trusted site, close the Scanner Central Admin Console
once, and re-open.
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Chapter 3 Using the Scanner Central Admin Server

3

Press the [Connect] button.
= The Scanner Central Admin Console login window appears.

ATTENTION
Depending on the settings in your security software, a warning
message may appear for using the port number that you specified.

Enter the user name and password of the administrator.
The default user name and password for the administrator are set as
follows:

User Name: admin

Password : password

The password of the administrator can be changed in the [Scanner
Central Admin Server Settings (Common Settings)] window. Change
the password regularly.

User Name

Password

5 Pressthe [Login] button.

= |If the user is authenticated, the Scanner Central Admin Console
main window appears.

Scanner Admin Operations

‘Admin Operations [T e L Config List Event Log

# Scanners

#Registered  # Unregistered Consumable Alerts

40 40 0 7

— Scanner Updates

Check for new updates

- [ Scanner-Side Update Status
Laim Targeted Finished Pending Failed

Image Scanner

Network Scanner

0 0
0 0
0 0
0 0

Scanner Seftings
Job Mode Settings

s
DatefTime Origin Type
6I24/ 2:50:56 PM Info 08021105 S
EI24/MIL 2:58:54 PM Info 08021105 S
E/24/M 2:58:54 PM Info 08021105 S
124/ 2:568:54 PM Error 81000011 System fan speed
6I24/00 | 2:58:54 PM Info 08021105 S
6/24/M0 2:56:54 PM Info 08021105 S
6I24/M0 L 2:56:54 PM Info 0021105 S

HINT

The main window shown after login can be changed.

To change the main window shown after login, change the default
screen in the Scanner Central Admin Console [Scanner Central Admin
Server Settings (Common Settings)] window.
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3.5 Configuring the Operating Environment for the Scanner Central

Admin Server

This section describes the configuration of the Scanner
Central Admin Server operating environment.
The operating environment settings for the Scanner Central

Admin Server consist of the following two categories:
® Common settings

These are the Scanner Central Admin Server settings commonly
used for the scanner types.

® Network scanner settings

These are the Scanner Central Admin Server settings specific to
network scanners.

The following describes each settings category of the Scanner
Central Admin Server operating environment.

Common Settings

Configure the Scanner Central Admin Server settings
commonly used for the scanner types, by changing the
administrator password and setting the network.

1 Click the [Scanner Central Admin Server Settings] link on

the Scanner Central Admin Console main window.
= The [Scanner Central Admin Server Settings] window appears.

2 Press the [Common Settings] tab.
= The [Scanner Central Admin Server Settings (Common Settings)]
window appears.

Scanner Central Admin Server Settings

Common Settings Network Scanner Settings

Scanner g
|—J Autoratically add new scanners ta the Central Adrmin corfiguration when they are discovered

— Network Connection
Use HTTPS to communicate with the Scanner Central Admin Console

Scanner Central Admin Console Port Number 10444

20444
0 v

Screen Refresh Interval 60 M

— LDAP Server
Use LDAP for administrator login

|

3 Configure the desired settings.
For information about the settings, refer to the Scanner Central Admin
Console Help.

4  Press the [OK] button.

= This enables the settings, and the Scanner Central Admin
Console main window appears again.
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Network Scanner Settings

Configure the Scanner Central Admin Server settings specific
to network scanners, such as LDAP and SharePoint server
settings, and clear selected user roaming data.

1

Click the [Scanner Central Admin Server Settings] link on
the Scanner Central Admin Console main window.
= The [Scanner Central Admin Server Settings] window appears.

Press the [Network Scanner Settings] tab.
= The [Scanner Central Admin Server Settings (Network Scanner
Settings)] window appears.

Scanner Central Admin Server Settings

— Wake-On-LAN
Port Number 43
# Tries 3

Interval 1 - Sec

— LDAP Server
[“Enable LDAP searches for the Job Mode Settings
Active Directory

Configure the desired settings.
For information about the settings, refer to the Scanner Central Admin
Console Help.

Press the [OK] button.
= This enables the settings, and the Scanner Central Admin
Console main window appears again.
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3.6 Pre-settings for the Scanner Central Admin Agent( o s

This section describes the pre-settings for the Scanner
Central Admin Agent.

Installing the Scanner Central Admin Agent

Configuring the Scanner Central Admin Settings
of the Scanner Central Admin Agent

Install the Scanner Central Admin Agent on a computer
connected to scanners.

For details about installing the Scanner Central Admin Agent,
refer to "2.4 Installing the Scanner Central Admin Agent"
(page 37).

Configure the Scanner Central Admin settings of the Scanner
Central Admin Agent.

This allows a computer connected to a scanner to link to the
Scanner Central Admin Server.

The scanner and the computer must be connected via a USB
cable or network.

For details on how to establish a connection, refer to Getting
Started and the Operator's Guide of your scanner model.

1 Selectthe [Start] menu-[All Programs]-[Scanner Central
Admin Agent]-[Scanner Central Admin Agent Setup].
= The [Scanner Central Admin Agent] window appears.

2 Press the [Settings] button for [Scanner Central Admin].

File  Help

Settings

===

e-Mail Motification Settings...

Scanner Central Admin

SMMP Trap Motification Settings...

Export

Scanner Settings Export...

= The [Scanner Central Admin Settings] window appears.
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Chapter 3 Using the Scanner Central Admin Server

3 Select [Link with Scanner Central Admin Server]. 5 Pressthe [OK] button.
= This enables the settings, and the [Scanner Central Admin Agent]
window appears again.

G_ink with Scanner Central Admin Server \)

The Scanner Central Admin Agent icon appears in the notification Introduction
Scanner Central Admin Server area on the task bar.
Protocol Overview of Scanner
@ nitp O nitps Central Admin
Address: | Installation of Scanner

Central Admin

Port Number: (20444 (Initial setting:20444)

Update

Using the Scanner

Install updates while the computer is logged off

Central Admin Server

Reqgularly check for updates

Check Interval: 6 | hours ATTENTION
L] Change the installation folder ® Depending on your system environment, it may take some time Using e-Mail Alerts
to complete the settings after the [OK] button is pressed.
® Depending on the settings in your security software, a warning Linking with the
Status message may appear for using the port number that you Intearated
Registration in Scanner Central Admin Server: Unregistered Speciﬁed. Mangagement System
Maintenance of
canee! Pl e Scanner Central
Admin
4 Configure the Scanner Central Admin Server and update
settings.
For information about the settings, refer to the Scanner Central Admin
Agent Help.
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3.7 Pre-settings for Image Scanners (Operated without SCA Agent)/
Network Scanners | im, | oo soms |

This section describes the pre-settings for image scanners
(operated without SCA Agent) and network scanners.

Configuring the Scanner Central Admin Server
Settings of Image Scanners (Operated without
SCA Agent)/Network Scanners

Configure the Scanner Central Admin Server settings in the
scanner settings.

Once the settings are configured, the scanner can be linked
with the Scanner Central Admin Server.

For more details, refer to the Operator's Guide of your scanner
model.
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3.8 Registering the Scanners

Scanners can be registered in the Scanner Central Admin
Server by linking them to the Scanner Central Admin Server.

1

Configure a scanner so that it can link to the Scanner
Central Admin Server.

For details about how to configure an image scanner, refer to
"Configuring the Scanner Central Admin Settings of the Scanner
Central Admin Agent" (page 53).

For details about how to configure an image scanner (operated
without SCA Agent) and a network scanner, refer to "Configuring the
Scanner Central Admin Server Settings of Image Scanners
(Operated without SCA Agent)/Network Scanners" (page 55).

In the Scanner Central Admin Console [Scanner
Operation Monitor] window, check that the scanner is
registered in the Scanner Central Admin Server.

Check that the icon of the scanner you have registered is shown in
the scanner operation monitor view.

Scanner Operation Monitor

Event Log Statistical Information
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Chapter 3 Using the Scanner Central Admin Server

3.9 Checking for New Updates

By using the Scanner Central Admin Console window, you
can periodically check if update modules for scanners,
managed by the Scanner Central Admin Server are available
on the Web site.

Settings for Checking Update Modules

Checking for Update Modules

Configure settings required to check new update modules.

1 Configure each setting under [Check for Updates] on the
[Scanner Central Admin Server Settings (Common
Settings)] window of the Scanner Central Admin Console.
For details about the setting items, refer to the Scanner Central
Admin Console Help.

= Scanner Central Admin Server follows the set contents to connect
to the Web site and to periodically check if update modules are
available.

Check if new update modules for scanners are available.

1 Click the "Check for new updates" or "New updates are
available" link on the Scanner Central Admin Console
main window.

Scanner Admin Operations

Operation Monitor Config List
i

#Registered  # Unregistered Consumable Alerts

[— Scanner Updates
Check for new updates
Update Type Sen[t)er- Side Scanner-Side Update Status
aa Targeted Finished Pending Failed

Image Scanner  Image Scanner Updates

[} 0 0
[} 0 0
0 0 0
0 0 0

Network Scanner

— Events

Date/Time. Origin Type Message
6124/ 25956 PM Info 0A021105 Scanner has been registerer

6/24/80 1 2.58:54 PM Info 0A021105 Scan
6124/ 258:54PM Info 0A021105 Scan
6124140 2:58:54 PM Eror 81000011 Syst
6/24/00 . 25854 PM Info 04021105
6/24/00 1 258:54 PM Info 0A021105
6/24/i . 258:54 PM Info 0A021105 Scanner has e

anner-side Date/Time: 612412014 2

= The [Available Updates] window appears.
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Chapter 3 Using the Scanner Central Admin Server

2 Check the information of new update modules.

Available Updates

Fiter Conditions:
’7Type Target Scanner

[0 - Refresh List

Check for new updates now | L ast checked: 6/24/2014 3:31:43 PM

Type Target Scanner Version/Name Size (MB)

Information 1rgeted

Show 1
1
1

o
g

ATTENTION
You can check if new update modules are available for software and
firmware installed on the managed scanners.
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3.10 Updating the Image Scanners/Image Scanners (Operated without
SCA Agent)| s | [ sz, |

This section describes the procedure for updating an image
scanner and an image scanner (operated without SCA Agent).
Uploading update modules to the Scanner Central Admin
Server allows the firmware or drivers to be updated.

Yes: Update available
- Not available

*1: When the computer connected to the scanner is in either of the
following states, no firmware or settings will be distributed.

- The scanner has been disconnected once after it has been
registered

Update Types Available

- An unsupported scanner is connected
Available update types are as follows:

Type Description Scanner Type ATTENTION
yp P yp Firmware and settings will only be distributed once to the computer
Image Scanner | Image Scanner connected to the scanner. To distribute the firmware or settings to the
(Operated without computer connected to the scanner a further time, delete the firmware
SCA Agent) or settings that have already been registered from the Scanner Central
Admin Server, then register the newly created firmware or settings.
Firmware Firmware of a Yes Yes
(*1) scanner
HINT
Driver Driver of a Yes - The length of time required for a software update is estimated as
scanner follows:
Software Software Yes ] Update module size x No. of target scanners x 1.5
provided with a Network throughput
scanner . .
Example: the following update case should be estimated as:
Setti Setti f th Y Y 15%x40x%x 1.5
(*?) ngs sfar::?; gr © es es B E—— 900 seconds (15 minutes)
other software ® Update module size: 15 MB
L ® Number of target scanners: 40
User Application Yes -
Application crzg’zed Iby a ® Network throughput: 8 Mbps = 1 MB/s
user
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Creating an Update Module B Creating an Update Module from an Update File
Available on a Web Site
This section describes how to create an update module that Introduction
can be uploaded to the Scanner Central Admin Server. 1 Selectthe [Start] menu-[All Programs]-[Scanner Central
You can use either of the following four ways to create an Admin Server]>[SCA Module Creator]. Overview of Scanner
update module to be uploaded to the Scanner Central Admin = The [SCA Module Creator] window appears. Central Admin
Server:
® Creating an update module from an update file available on a Web 2 ,::Ogta neb:cwork that does not use a proxy server, proceed Installation Of Scanner
site 0 Stepo. Central Admin

You can use SCA Module Creator to convert an update file available For a network that uses a proxy server, select the

on a Web site into an update module that can be uploaded to the [Settings] menu-[Proxy S_erver Setup]. Usina the S
Scanner Central Admin Server. = The [Proxy Server Setup] window appears. sing the scanner

Central Admin Server

® Creating an update module from an installation program included on
the Setup DVD-ROM supplied with the scanner 3 Select the [Use a proxy server] check box.
You can use SCA Module Creator to convert an installation program
on the Setup DVD-ROM supplied with the scanner into an update
module that can be uploaded to the Scanner Central Admin Server.

Set the proxy sernver. USing e-Mail Alerts

® Creating an update module from a user application Proxy Server Settings Linking with the
You can use SCA Module Creator to convert a user-created @ Use Microsoft Internet Explorer settings Integrated
application into an update module that can be uploaded to the Specify a proxy server Management System
Scanner Central Admin Server. :
® Creating an update module of scanner settings Maintenance of
Scanner Central

You can use exported scanner settings as an update module that can I
be uploaded to the Scanner Central Admin Server.

HINT

For image scanners (operated without SCA Agent), scanner
settings that have been exported beforehand can only be used as
an update module for scanners of the same model. If you are | oK | | Cancel | | fen
managing different models, create update modules with the
scanner settings for each model.

For details on how to export scanner settings from a scanner, refer
to the Operator's Guide for your scanner model.

4 Configure the proxy server settings.
For information about the settings, refer to the SCA Module Creator
Help.

The following explains each way of creating an update

module. Appendix
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5 Pressthe [OK] button.

= This enables the settings, and the [SCA Module Creator] window
appears again.

6 Pressthe [Setup] button for [Download the latest update
files from the published Web site].

File  Settings Help

Create Update Module

Download the latest update files from the published Web site

=D

Extract an installation program from a setup media
Create a user application

= The [Download the latest update files from the published Web site]
window appears.

Filter Conditions

Type WModel

Filter List

() =

Latest Update List

Type Model Version Size (WB) Update Information
5 View

B View
78 View
138 View
13 View
90 View
139 View

2 View

USRS

7 Tofilter update files shown in the list, specify filter
conditions and press the [Filter List] button.
= The update files satisfying the filter conditions appear.

8 Press the [Create] button for the desired update file.

= When the [License Agreement] window appears, proceed to Step
9.
When the [Save As] dialog box appears, proceed to Step 11.

9 Select the [l accept the terms in the license agreement.]
check box.

10 Press the [Next] button.
= The [Save As] dialog box appears.

11 Specify the location where the file is to be saved.

12 Press the [Save] button.

= A message window appears when the creation of the update
module is completed.

13 Press the [OK] button.
= The [Download the latest update files from the publicized Web
site] window appears again.
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B Creating an Update Module from an Installation 4 Ppress the [Open] button.
Program Included on the Setup DVD-ROM = The [Extract an installation program from a setup media] window
. . appears. _
Supplied with the Scanner Introduction
1 Select the [Start] menu-[All Programs]-[Scanner Central Overview of Scanner
Admin Server]-[SCA Module Creator]. Central Admin
= The [SCA Module Creator] window appears. : .
Installation of Scanner
2 Pressthe [Setup] button for [Extract an installation Central Admin

program from a setup media].

File  Settings Help

Using the Scanner
Central Admin Server
Create Update Module
Download the latest update files from the published Web site
Using e-Mail Alerts
e an neilston pregram fom 2 S<kup media =3 5 Tofilter installation programs shown in the list, specify
Create a user application filter conditions and press the [Filter List] button. Linking with the
= The installation programs satisfying the filter conditions appear. Integrated
o . Management System
6 Press the [Create] button for the desired installation .
= The [Select Drive] window appears. program. Maintenance of
= When the [License Agreement] window appears, proceed to Step Scanner Central
3 Select [Drive]. 7 Admin

When the [Save As] dialog box appears, proceed to Step 9.

Selectthe setup media drive, and then click the [Open] button. 7 Select the [l accept the terms in the |iCense agreement_]
G)ri'v'e: 'D check box.
[ open [ cancel 8 Press the [Next] button.

= The [Save As] dialog box appears.
9 Specify the location where the file is to be saved.
10 Press the [Save] button.

= A message window appears when the creation of the update Appendix
module is completed.
Glossary
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11 Press the [OK] button.

= The [Extract an installation program from a setup media] window
appears again.

B Creating an Update Module from a User
Application

Programs that have been created by the user can be

registered as update modules. Note the following points when

creating a user application.

® \While the update is being installed, interactive processes between the
update module and the user cannot be performed. Do not perform a
process that requests action from the user, for example, by requiring
a response to a confirmation message when overwriting a file, or
requesting the user to restart the computer.

® When installing an update, success/failure is determined by the return
value from the user application. Create the application so that the
execution result is notified by return value (0: succeeded, other than
0: failed).

® Does not write to registry or create resources for individual users.

1 Selectthe [Start] menu-[All Programs]-[Scanner Central

Admin Server]-»[SCA Module Creator].
= The [SCA Module Creator] window appears.

2 Pressthe [Setup] button for [Create a user application].

File  Settings  Help

Create Update Module
Download the latest update files from the published VWeb site

Extract an installation program from a setup media Setup...

Setup...
——

Create a user application

7N

= The [Create a user application] window appears.
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3

Specify the source folder, target folder, version/name,
installer path, and other settings.

For information about the settings, refer to the SCA Module Creator
Help.

Source Folder: \

Version/Name :

Launch Path:

[7] Require computer restart when the user application has been installed )

o [ o )]

Press the [Create] button.
= A message window appears when the creation of the update
module is completed.

Press the [OK] button.
= The [Create a user application] window appears again.

B Creating an Update Module of Scanner Settings

(Image Scanners)

You can use exported scanner settings as an update module
that can be uploaded to the Scanner Central Admin Server.

Export the scanner settings from a computer where the
Scanner Central Admin Agent is installed.

1

Select the [Start] menu~[All Programs]-[Scanner Central
Admin Agent]-=[Scanner Central Admin Agent Setup].
= The [Scanner Central Admin Agent] window appears.

Click the [Export] button for [Scanner Settings].

File  Help

Settings

Scanner Central Admin

e-Mail Motification Settings..

SMNMP Trap Motification Settings..

Export

Scanner Settings

= The [Export Scanner Settings] window appears.
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3 For [Target Settings], select the settings to export. M Creating an Update Module of Scanner Settings
(Image Scanners (Operated without SCA
(Fargetsetings: [ - ) Agent)) Introduction
Version/Name: Scanner settings that have been exported beforehand can I ——
| t le f fth verview of Scanner
coven only be used as an update module for scanners of the same Central Admin

model. If you are managing different models, create update
modules with the scanner settings for each model.

[ R || cance || hHew | For details on how to export scanner settings from a scanner,
refer to the Operator's Guide for your scanner model.

Installation of Scanner
Central Admin

4 Specify [Version/Name] and [Save in]. HINT _ Using the Scanner
For information about the settings, refer to the Scanner Central Admin For some image scanners (operated without SCA Agent), you can Central Admin Server
Agent Help. export the scanner settings using fi Series Network Settings (on a

browser).

5 Press the [Run] button. For details, refer to the Operator's Guide of your scanner model. Using e-Mail Alerts

= A message window appears when export of the scanner settings
is completed. — .
Linking with the
6 Press the [OK] button. IMntegrated o
= The [Export Scanner Settings] window appears again. anagement sysiem
Maintenance of
Scanner Central
Admin
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Uploading an Update Module 3  Press the [New] button.
= The [Image Scanner Update Registration] window appears.
Update modules can be uploaded to the Scanner Central Imagio Soanner Update Registraion ' Introduction
Admin Server in the Scanner Central Admin Console window. Rkl
o Overview of Scanner
1 Pressthe [Admin Operations] tab in the Scanner Central e Central Admin
Admin Console main window. Uyt o s

= The [Scanner Admin Operations] window appears. Installation of Scanner
Central Admin

2 Select the [Image Scanner Updates] link.
= The [Image Scanner Update List] window appears.

Image Scanner Update List I USIng the Scanner
G T otk s Central Admin Server
’7%”?' fersion/Name u(:i)at Group :
s Cemgon 4  Press the [Browse] button to specify the image scanner Using e-Mail Alerts
update module file.
ATTENTION Linking with the
Update modules exceeding 1 GB cannot be uploaded. Integrated
Management System
5 Press the [Upload] button to upload the specified image Maintenance of
S scanner update module. f\ganner Central
' min

6 Press the [Select] button for [Target Update Group] to
select the settings group to be processed by the image
scanner update.

ATTENTION
For a single settings group, only one update module can be
uploaded for each type.

HINT
Update groups that are set to the scanner can be changed in one -
go. For details, refer to "Editing a Group" (page 106). Appendlx
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7 7o change the update time-period, press the [Select]
button for [Update Time-Period Restrictions] to configure
the settings.

The default value is the value that was set for [Software Update Time-
Period Restrictions] in the [Scanner Central Admin Server Settings
(Common Settings)] window.

8 Press the [Register] button.
= A message window appears when upload of the image scanner
update module is completed.

HINT
When multiple updates are registered, the pending updates are
performed in the following order:

1 Firmware

2 Driver

3 Software

4 Settings

5 User application

9 Press the [OK] button.
= The [Image Scanner Update List] window appears again.

Installing an Update Module (Image Scanner)

After uploaded to the Scanner Central Admin Server, the
update module is downloaded to the scanner when one of the

following occurs:

® The computer connected to the scanner is logged on.

® On the computer connected to the scanner, [Install Updates] is
selected from the right-click menu of the Scanner Central Admin
Agent icon in the notification area.

® The [Regularly check for updates] check box has been selected in the
Scanner Central Admin Agent [Scanner Central Admin Server
Settings] window, and the time specified in [Check Interval] has
elapsed.

® The [Install updates while the computer is logged off] check box has
been selected in the Scanner Central Admin Agent [Scanner Central
Admin Server Settings] window, and the computer connected to the
scanner is logged off.

To install update modules manually, perform the following
procedure:

1 After update modules are downloaded, click the Scanner
Central Admin Agent icon in the notification area.
= A window asking whether or not to install update modules
appears.
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2

If you want to install the update modules now, press the
[Install Now] button.

If the relevant scanner is in use and you do not want to
install the update modules now, press the [Install Later]
button.

!fifg Ready to install updates.
® ®

Update Type

Version/MName

Scanner Central Admin Agent Settings

Mote the following when installing updates.
- Make sure all other applications are closed.
- Do not perform any scans.

[ Install Mow l | Install Later |

The following icons are displayed during the update:

Icon for the Description
Status
¥ Updates are being installed. This icon flashes
during the process.
_-Ar Waiting for updates to be installed.
! g Updates were installed successfully.
5] Updates failed to be installed.

Icon for the Description
Status
S Installing updates is not necessary. Use the

scanner without installing updates.

This icon is displayed in the following cases:

® The same version or the latest version is
already installed

® The updates are not applicable for your
scanner model

ATTENTION

@ If no driver is installed, the update modules of firmware or Software
Operation Panel settings are not installed.

® For a single settings group, only one update module can be uploaded
for each type.

@ |f multiple update modules are to be installed, pressing the [Stop]
button suspends the process after the current update module
installation has completed.

@ After the driver update has completed, make sure to restart the
computer. If the computer is not restarted, the driver may not
recognize the scanner.

® To install firmware update modules, if Software Operation Panel is
started, an error that the scanner is not connected may appear.
When the Software Operation Panel icon appears in the notification
area, exit the Software Operation Panel, and then install the firmware
update modules.

@ |f updates are set to be installed while the computer is logged off,
update modules for firmware and Software Operation Panel
configuration will not be installed.

@ Do not shut down or log off the computer while installing an update
module. The update module may not be installed correctly.
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Installing an Update Module (Image Scanner
(Operated without SCA Agent))

Install update modules by following the instructions displayed
in the touch panel of the scanner.

Checking the Update Status

Status details of update modules can be viewed in the
Scanner Central Admin Console window.

1

Press the [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

Select the [Targeted] numerical link in [Image Scanner
Updates].
= The [Update Status List] window appears.

Check the update status list of the image scanner.
For information about the settings, refer to the Scanner Central Admin
Console Help.

ATTENTION
® Depending on the network environment, the communication between

the Scanner Central Admin Server and the scanner may fail due to
the network load. In this case, use Scanner Central Admin Console to
reduce the number of scanners for which the assets are distributed,
and the maximum number of scanners which can be connected
together at the same time.
For details, refer to the Scanner Central Admin Console Help.
An update module will be installed in the following cases:

- When a scanner is turned on

- When the scanner is in Fast mode and resumes from power
saving mode

- When logged out from the touch screen of the scanner
connected to NX Manager

Installing an update module may take some time to complete.
Therefore, it is recommended that update modules be installed during
the time in which business operations are not affected.

Scanner Central Admin Console allows you to specify a time zone in
which update modules are to be installed.

For details, refer to the Scanner Central Admin Console Help.
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3.11 Updating the Network Scanners s |

This section describes the procedure for updating a network

scanner.

Uploading update modules to the Scanner Central Admin
Server allows the system and Add-ins to be updated.

Update Types Available

Available update types are as follows:

Settings

Type Description First-time
installation
System The scanner system, security, and Not
installed options supported
Add-in Add-in to be installed on the scanner | Available
System Information about scanner system Not
Preferences preferences supported
Job Mode Information about job mode settings | Available

HINT
The length of time required for a software update is estimated as
follows:
Update module size x No. of target scanners x 1.5
Network throughput

Example: the following update case should be estimated as:
15 x40 x 1.5

B

® Update module size: 15 MB

® Number of target scanners: 40
® Network throughput: 8 Mbps = 1 MB/s

= 900 seconds (15 minutes)
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System Update

In the Scanner Central Admin Console window, the system,
security, and installed options can be updated by uploading a
new system update module and setting update calls.

For more details, refer to the Operator's Guide of your scanner
model.

The new system update module will be released, and applied
to the scanners when one of the following occurs:

® Scanner is started, or resumed from standby mode

® Scanner is logged out

® Scanner is notified of any update modules

® Scanner has an automatic update scheduled

Updates can be applied to the scanners that are in power-off
or standby mode using Wake-On-LAN.
In the following cases, update modules cannot be registered.

® The module type is either a system or security option, and the same
or upgraded module version has already been registered.

® For an installed option update module, the same update module is
already registered.

HINT
The update modules can be applied according to the time specified on
the scanner side.

1 Press the [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

2 Select the [System Updates] link.
= The [System Updates] window appears.

System Updates

Upload and release system updates to the scanners.

Update Groups — Model: f-6010N -
= — Registered System Update:
Model: f-6010N

Current Release
Type (None)
Version

Target Model

Release Date

Update Time-Period
Restrictions

— Upload & Release a New System Update

System Update Module

( :

HINT
To cancel release of the update module, press the [Cancel] button
to delete the module.

3 Select the group to which the new update module is
registered in [Update Groups].
= [Registered System Update] shows the details of the currently
available update modules.

HINT
All add-in groups that are set to the scanner can be changed in one
go. For details, refer to "Editing a Group" (page 106).

4  Select [Modell.
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5

To change the update time-period, press the [Edit] button
for [Update Time-Period Restrictions] to configure the
settings.

The default value is the value that was set for [Software Update Time-
Period Restrictions] in the [Scanner Central Admin Server Settings
(Common Settings)] window.

Press the [Browse] button and specify the update module
to be registered.

Press the [Upload] button to upload the update module.

Select the [Issue an Update Call] check box to issue an
update call.

When the check box is selected, even if a scanner is not started or
logged in to, the update module is sent and applied to the scanner
according to the Scanner Notification Schedule.

However, if the update is released while logged in to a scanner, the
update will be applied after logging out. If any other available updates
are pending, they are also applied at the same time.

In [Scanner Notification Schedule], set the schedule to
notify update modules.

ATTENTION
When issuing a call, set a time that does not conflict with the
update time-period restrictions.

10 Press the [Register] button.

= This registers the uploaded update module.

HINT
When a new system update is available, it will be installed in a
scanner if the new version is higher than the current version.
Targeted scanners are restarted after the new system update has
been installed.
Pending updates are performed in the following order:

1 System updates

2 Add-in installs
3 System preferences

11 Press the [Back] button.
= The Scanner Central Admin Console main window appears again.
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Installing an Add-in 1 Press the [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

In the Scanner Central Admin Console window, an Add-in for Introduction

scanner can be installed by uploading an Add-in module and 2  Select the [Add-in Installs] link
setting update calls. Up to six Add-in modules can be & The [Add-in Installs] window appears. O U ST
InSta”ed' Add-in Installs Central Admln

Upload and release Add-ins to the scanners

Add-in Groups — Registered Add-in Module

R [oeme Installation of Scanner
e Central Admin

The new Add-in update module will be released, and applied

to the scanners when one of the following occurs:
® Scanner is started, or enters into standby mode

® Scanner is logged out Eeia Using the Scanner
® Scanner is notified of any update modules Central Admin Server
@ Scanner has an automatic update scheduled {
When update calls are set up, updates can be applied to the Using e-Mail Alerts
scanners that are in power-off or standby mode using Wake-
On-LAN. ' Linking with the
If the Add-in module is already available, the module is HINT Integrated
' ifi -i Management System
replaced. queyer, if the date of the la.St modified Add-in To cancel release of the Add-in module, press the [Cancel] button g Y
module version is the same as, or earlier than the currently to delete the module. Maintenance of
available one, the module cannot be registered. Scanner Central
HINT 3 In [Add-in Groups], select a group to which the new Add- atilll
Add-ins can be updated according to the time specified on the scanner in module is to be registered.
side. = [Registered Add-in Module] shows the details of the currently
For more details, refer to the Operator's Guide of your scanner model. available Add-in modules.
HINT
All add-in groups that are set to the scanner can be changed in one
go. For details, refer to "Editing a Group" (page 106).
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4 To change the update time-period, press the [Edit] button
for [Update Time-Period Restrictions] to configure the
settings.

The default value is the value that was set for [Software Update Time-

Period Restrictions] in the [Scanner Central Admin Server Settings
(Common Settings)] window.

5 Pressthe [Add-in Upload] button.
= The [Add-in Upload] window appears.

Add-in Upload
on

— Add-in Upload
— Upload Module
Add-in Name

Add-in Settings Name:

HINT

To cancel release of the Add-in module, press the [Cancel] button
to delete the module.

6 Toinstall the Add-in module after uninstalling all Add-in
modules installed in a scanner, select the [Install after
uninstalling all current Add-ins] check box.

7 Pressthe [Browse] button for [Add-in Name] to specify the
Add-in module file.

8 Pressthe [Upload] button to upload the Add-in module.

9 1 register Add-in settings for the Add-in module, press
the [Browse] button for [Add-in Settings Name], and
specify the Add-in settings file.

HINT

® |f no Add-in module is uploaded, it is not possible to specify an
Add-in settings file.

® If an Add-in settings file has already been registered for the Add-
in module, press the [Cancel] button and delete the Add-in
settings file, and then specify a new Add-in settings file.

10 Press the [Upload] button to upload the Add-in settings
file.

11 Press the [Back] button.
= The [Add-in Installs] window appears.

12 select the [Issue an Update Call] check box to issue an
update call.
When the check box is selected, even if a scanner is not started or
logged in to, the Add-in module is sent and applied to the scanner
according to the Scanner Notification Schedule.

However, if the update is released while logged in to a scanner, the
update will be applied after logging out. If any other available updates
are pending, they are also applied at the same time.

13n [Scanner Notification Schedule], set the schedule to
notify Add-in modules.

ATTENTION

When issuing a call, set a time that does not conflict with the
update time-period restrictions.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner

Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix
Glossary
74



Chapter 3 Using the Scanner Central Admin Server

14 press the [Register] button.
= The uploaded Add-in module is registered in the selected Add-in

group.

HINT
The distributed Add-in module will be installed as long as both the
name and version of the Add-in module do not match those of the
Add-in module currently installed in the scanner.
Scanners are restarted twice when installing a new Add-in, once to
uninstall the old Add-in, and once again after the new Add-in has
been installed.
Pending updates are performed in the following order:

1 System updates

2 Add-in installs
3 System preferences

15 Press the [Back] button.

= The Scanner Central Admin Console main window appears again.

Updating the System Preferences

In the Scanner Central Admin Console window, the system
preferences can be updated by uploading new sets of system
preferences and setting update calls.

For more details, refer to the Operator's Guide of your scanner
model.

The new set of system preferences will be released, and
applied to the scanners when one of the following occurs:
® Scanner is started, or enters into standby mode
® Scanner is logged out
® Scanner is notified of any update modules
® Scanner has an automatic update scheduled

When update calls are set up, updates can be applied to the
scanners that are in power-off or standby mode using Wake-
On-LAN.

If the update is released while logged in to a scanner, the
update will be applied after logging out.

If system preferences are already available, the system
preferences are replaced.

HINT
The system preferences can be updated according to the time specified
on the scanner side.
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1 Pressthe [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

2 Select the [System Preferences] link.
= The [System Preferences] window appears.

System Preferences

Modify and release the system settings used by the scanners

Settings Groups — Model: | -6010N
Defa — Registered System

— Upload & Release a New Set of System Preferences

Edit the system preferences for the Settings Group selected above.

Edit Group ’7

Back |

Edit System Preferences

HINT

To cancel release of the system preferences, press the [Cancel]
button to delete the system preferences.

If the system preferences are deleted, the settings contents can no
longer be checked or changed. Also, editing and viewing the
network printers/folders setting contents on the job mode edit
window may not be possible.

3 In [Settings Groups], select a settings group to which the
new set of system preferences is to be registered.
= [Registered System Preferences] shows the release date of the
currently available system preferences.

HINT
All setting groups that are set to the scanner can be changed in
one go. For details, refer to "Editing a Group" (page 106).

4  Select [Model].

5 Pressthe [Edit System Preferences] button.

ATTENTION
When the [Edit System Preferences] button is pressed, the
window may not appear properly.
In this case, perform the following:
1 Select [Control Panel] — [Network and Internet] — [Internet
Options].
2 In the [Internet Options] dialog box, select [Trusted sites] in
the [Security] tab, and press the [Sites] button.

3 Add the IP address, host name, or FQDN of the Scanner
Central Admin Server in the [Trusted sites] window.

4 Press the [Delete] button in the [General] tab to delete
temporary files and history files.

5 Restart the Scanner Central Admin Console.

6 Configure the scanner settings.
For more details, refer to the Operator's Guide of your scanner model.

- [Close] button

Registers the entered scanner settings and returns to the
[System Preferences] window.

7 Select the [Issue an Update Call] check box to issue an

update call.

When the check box is selected, even if a scanner is not started or
logged in to, the update module is sent and applied to the scanner
according to the Scanner Notification Schedule.

However, if the update is released while logged in to a scanner, the
update will be applied after logging out. If any other available updates
are pending, they are also applied at the same time.
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8 In [Scanner Notification Schedule], set the schedule to
notify system preferences.

9 Press the [Register] button.
= The entered system preferences are registered in the selected
settings group.

HINT
When a new set of system preferences is available, first any
existing network printer and network folder settings are deleted,
then the new system preferences are written over the old system
preferences.
Once the new system preferences have been applied, any
changes to the settings of individual scanners are retained until the
next time a new set of system preferences becomes available from
the Scanner Central Admin Server.
Pending updates are performed in the following order:

1 System updates

2 Add-in installs
3 System preferences

10 Press the [Back] button.
= The Scanner Central Admin Console main window appears again.

Setting the Job Mode

In the Scanner Central Admin Console window, the job mode
can be set by registering a new job mode and setting a
release schedule.

After registering a new set of job mode settings, the job mode
settings are replaced.

For more details, refer to the Operator's Guide of your scanner
model.

1 Press the [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

2 Select the [Job Mode Settings] link.
= The [Job Mode Settings] window appears.

Job Mode Settings

Modify and release the Job Mode settings used by the scanners.

— Registered Job ode Settings
Current Release | Cancel
Version (Date) 11/2000 9:51:36 AW
Release Date 11720001 9:51:36 AW
Scheduled Release

Version (Date) (None)
Release Date

— Create & Release a New Set of Job Mode Settings
Edit the Job Mode Settings

Job Mode Settings

Settings Release Schedule

00 ~|Hour 00 ~|Min
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HINT

To cancel release of the job mode settings or to cancel the next
scheduled upload of the job mode settings, press the [Cancel]
button to delete the job mode settings.

Even if available job mode settings are canceled, job mode
settings already sent to a scanner will not become invalid. To
disable the job mode settings in your scanner, set the [Job Mode]
to [Off].

3 To create and release a new set of job mode settings,
press the [Job Mode Settings] button.
= The job mode edit window appears.

ATTENTION

When the [Job Mode Settings] button is pressed, the window may
not appear properly.
In this case, perform the following:
1 Select [Control Panel] — [Network and Internet] — [Internet
Options].

2 In the [Internet Options] dialog box, select [Trusted sites] in
the [Security] tab, and press the [Sites] button.

3 Add the IP address, host name, or FQDN of the Scanner
Central Admin Server in the [Trusted sites] window.

4 Press the [Delete] button in the [General] tab to delete
temporary files and history files.

5 Restart the Scanner Central Admin Console.

4 Configure job mode settings.
The contents of the last configured job mode settings are shown.

5 In [Settings Release Schedule], set the schedule to
release job mode settings.

6 Pressthe [Register] button.
= The entered job mode settings are registered.

7 Press the [Back] button.

= The Scanner Central Admin Console main window appears again.
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Checking the Update Status

Status details can be viewed for the following update types in
the Scanner Central Admin Console window.

® System updates

® Add-in installs

® System preferences

1 Pressthe [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

2 Select the [Targeted] numerical link in [Scanner-Side
Update Status].
= The [Update Status List] window for the relevant update type
appears.

3 Check the update status list.

For information about the settings, refer to the Scanner Central Admin
Console Help.
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3.12 Monitoring the Scanners

This section describes monitoring of scanners.

By monitoring the registration status, operating status, and
event list of the scanners managed by the Scanner Central
Admin Server, you can act swiftly to take appropriate
measures for the scanners where replacement of consumable
parts is required or where an error occurs.

The operating status of the scanners is updated when one of

following occurs:
® For image scanners:
- Computer connected to the scanner is logged in/off or shutdown

- Scanner cable is connected/disconnected
- Scanner power is operated

- Update process is completed

- At 12:00 and 24:00

- Settings are changed or the counter is cleared on Software
Operation Panel

- Settings are changed on the Scanner Central Admin Agent
setting window

® For image scanners (operated without SCA Agent)/network scanners:

- Scanner is logged-in or logged-out
- Scanner is started
- Scanner is turned off

Monitoring the Scanner Network

In the Scanner Central Admin Console window, the
registration status of scanners, the status of various scanner
processes, and the event log can be viewed.

1 Pressthe [Admin Operations] tab in the Scanner Central
Admin Console main window.
= The [Scanner Admin Operations] window appears.

2 Monitor the state of the scanner network.
For information about the settings, refer to the Scanner Central Admin
Console Help.

Monitoring the Scanner Operating Status

Operating status of the scanners can be monitored in the
Scanner Central Admin Console window.

1 Press the [Operation Monitor] tab in the Scanner Central
Admin Console main window.
= The [Scanner Operation Monitor] window appears.

2 Monitor the operating status of the scanners.
For information about the settings, refer to the Scanner Central Admin
Console Help.
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Viewing the Statistical Information

You can view the statistical information of the scanners on the
Scanner Central Admin Console window.

The information that is collected as statistical information is as
follows:

® ADF total throughput
® Flatbed total throughput

The statistical information can be viewed with the specified
time period and filter conditions.

The statistical information is updated at the same time as the
operating status of the scanners. For details about the timing
of the update, refer to "3.12 Monitoring the Scanners" (page
80).

HINT

® The statistical information for operations performed from yesterday to
365 days ago can be viewed. The statistical information for the day
when you performed operations cannot be viewed.

® Even if you delete scanners in the [Scanner Config List] window, the
statistical information is not deleted. The statistical information of the
scanners that performed the scanning operation within the time
period is displayed.

HViewing the Statistical Information

1 Press the [Statistical Information] tab on the Scanner

Central Admin Console main window.
= The [Statistical Information] window appears.

Statistical Information
Admi ions Operation Monitor Config List Event Log

mation Settings

erio
Refresh List Export
From 4/20/ To 5120/

— Statistics List
"Tuta\ Throughput

Total (Sheets) ADF (Sheets) Flatbed (Sheets)
61,386 30,952 30434

ST [ P — TG ADF  Flatbed
Numbper S'®PTEME (Sheets) (Sheets) (Sheets)
1,368 644 724 Admini
1,643 916 721 Admini
1,437 625 812 Admini
1,689 827 842 Admini
1,674 903 71 Admii.
1,650 827 823 Admini
1,461 797 664 Admini
1,456 701 755 Admini
1,404 757 647 Admini
1,760 761 999 Admini
1,435 790 645 Admini
1,280 690 500 Admini
1,734 810 924 Admini
1.459 783 676 Admini

Device Name  Model Comment  Status

Pages : 1

2 In [Period], specify the date for [From] and [To].

For information about the settings, refer to the Scanner Central Admin
Console Help.

3 Specify [Filter Conditions].

For information about the settings, refer to the Scanner Central Admin
Console Help.

4 Click the [Refresh List] button.

= The statistical information is displayed with the specified time
period and filter conditions.

5 View the statistical information.

For information about the settings, refer to the Scanner Central Admin
Console Help.
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B Exporting Statistical Information

ATTENTION

To export statistical information from the scanners when SSL
communication is used on the Scanner Central Admin Console,
temporarily change the settings for Internet options by the following
procedure:

Select [Control Panel] — [Internet Options] — [Advanced] tab and
then clear the [Do not save encrypted pages to disk] check box under
[Security] in [Settings].

1 Pressthe [Statistical Information] tab on the Scanner
Central Admin Console main window.
= The [Statistical Information] window appears.

2 In [Period], specify the date for [From] and [To].
For information about the settings, refer to the Scanner Central Admin
Console Help.

3 Specify [Filter Conditions].

For information about the settings, refer to the Scanner Central Admin
Console Help.

4 Click the [Refresh List] button.

= The statistical information is displayed with the specified time
period and filter conditions.

5 Press the [Export] button.

= A window to confirm whether or not to export the statistical
information appears.

6 Pressthe [OK] button.
= The [File Download] dialog box appears.

7  Pressthe [Save] button.
= The [Save As] dialog box appears.

8 Specify the export destination.

9 Press the [Save] button.

= The statistical information file is exported to the specified
destination.
For details about the format of the statistical information file to be

exported, refer to "Statistical Information File Format" (page 167).
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Viewing Event Log

By configuring the Scanner Central Admin Server settings of

scanners, you can monitor events that occur on the scanners.

In the Scanner Central Admin Console window, you can view
an event log that lists all events that occur on scanners and
the results of various Scanner Central Admin Server
processes.

HViewing Event Log

1

Press the [Event Log] tab in the Scanner Central Admin
Console main window.
= The [Event Log] window appears.

Monitor the event log.
For information about the settings, refer to the Scanner Central Admin
Console Help.

B Exporting Event Log

ATTENTION

To export the event log when SSL communication is used on the
Scanner Central Admin Console, temporarily change the settings for
Internet options by the following procedure:

Select [Control Panel] — [Internet Options] — [Advanced] tab and
then clear the [Do not save encrypted pages to disk] check box under
[Security] in [Settings].

1 Press the [Event Log] tab in the Scanner Central Admin
Console main window.
= The [Event Log] window appears.

2 Press the [Export] button.

= A confirmation window for whether or not to export the event log
appears.

3 Press the [OK] button.
= The [File Download] dialog box appears.

4  Press the [Save] button.
= The [Save As] dialog box appears.

5 Specify the export destination.

6 Press the [Save] button.
= The event log file is exported to the specified destination.
For details about the format of the event log file to be exported,
refer to "Event Log File Format" (page 167).
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B Clearing All Events

1 Pressthe [Event Log] button in the Scanner Central
Admin Console main window.
= The [Event Log] window appears.

2 Pressthe [Clear Log] button.
= A confirmation window for whether or not to clear the events
appears.

3 Pressthe [OK] button.
= All the events are cleared.

Collecting and Exporting Audit Logs

System logs and user logs of network scanners can be
collected and saved in the Scanner Central Admin Server.
System logs collected in the Scanner Central Admin Server
are referred to as "audit logs (system)", and user logs as
"audit logs (user)". Both types of logs are referred to
collectively as "audit logs". By automatically collecting system
logs and user logs in the Scanner Central Admin Server, you
can record users' past operations.

To view audit logs, export those collected in the Scanner
Central Admin Server to a folder by executing a command.
The status of audit logs collection can be checked in the
[Scanner Details] window.

Server where
audit logs are
to be saved

et

W Audit logs . Audit logs
o,

| Audit log export command |
Scanner Central
Admin Server Export audit logs

- \ [

Automatically
collects
system logs/
user logs

0
||||||||||||||||||||||||||||||||||||||||||||||||||

| Scanner Central Admin Consoleﬂ

Check the status of log collection
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Collecting Audit Logs

To automatically collect audit logs in the Scanner Central Admin Server,
enable the audit log collection in the Scanner Central Admin Console
[Scanner Central Admin Server Settings (Network Scanner Settings)]
window.

ATTENTION

The audit logs are managed according to the date on which they are
collected in the Scanner Central Admin Server. Do not change the
Scanner Central Admin Server date and time setting to a date that
has already passed.

HINT
If the audit log is collected, disk space for saving the audit log is
required. Refer to the following for estimates of the required disk
space.
Under the following conditions, one log per day requires 25 KB.
Power on/off: once, Login/Logout: 20 times,
Number of scan operations: 100 times

Exporting Audit Logs

To export audit logs collected in the Scanner Central Admin Server,
execute "AmExportLog.exe" in the command prompt on the computer
installed with the Scanner Central Admin Server.

® Command storage location

Under the \AmManager\Bin] folder in the installation folder of the
Scanner Central Admin Server

® Command executable format

AmExportLog -d OutputFolder [-V]

The italic text represents variable character strings.
To show the status of the process, specify -v.

HINT

An [AuditLogs] folder is created in the specified output folder. In
this [AuditLogs] folder, a folder is created for each date to save
audit logs.

The date of a folder corresponds to that of when audit logs are
collected in the Scanner Central Admin Server. Therefore, the date
may differ from that on the scanner when the logs are created.

® File name format of an output audit log
Audit log (system)

ScannerName_MACAddress_syslog.csv

® File name format of an output audit log
Audit log (user)

ScannerName_MACAddress_usrlog.csv

® Return value
-0
Succeeded
- Otherthan 0
Failed
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ATTENTION

® Do not execute this command twice at the same time.
® [f a file name already exists, the existing file will be overwritten.
® When exported, audit logs are deleted from the Scanner Central

Admin Server.

® [f an error occurs while exporting, the audit logs that have been
exported are deleted from the Scanner Central Admin Server.

File Format of Audit Logs

Audit log files are formatted as follows:

® Audit logs use the UTF-8 character set.

® Audit logs are in a CSV format.

@ Audit logs contain the following output:
- Audit log (system)

This log contains the following output items:

"Sequence_number","Date","Time","Type","Code","Message"
These items are defined as follows:
Item Description

Sequence A sequence number between "1" and

number "4294967295".
This number increments from "1" as logs are
added, and resets to "0" (indicating an
overflow) after "4294967295".

Date Corresponds to the system log [Date].

Time Corresponds to the system log [Time].

Type Corresponds to the system log [Type].

Code Corresponds to the system log [Code].

Message Corresponds to the system log [Messages].

For details about accessing the system log, refer to the
Operator's Guide of your scanner model.

Audit log (user)

This log contains the following output items:

"Sequence_number","Date","Time","User","Code",
"Operation”,"Result","Pages","Description"

These items are defined as follows:

Item Description
Sequence A sequence number between "1" and
number "4294967295".
This number increments from "1" as logs are
added, and resets to "0" (indicating an
overflow) after "4294967295".
Date Corresponds to the user log [Date].
Time Corresponds to the user log [Time].
User Corresponds to the user log [User].
Code Corresponds to the user log [Code].
Operation Corresponds to the user log [Operation].
Result Corresponds to the user log [Result].
Pages Corresponds to the user log [Pages].
Description | Corresponds to the user log [Description].

For details about accessing the user log, refer to the Operator's

Guide of your scanner model.
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3.13 Managing the Scanners

This section describes the management of scanners.
Scanners can be managed through operations such as
adding, changing, and deleting the scanner configuration and
checking scanner configuration about the scanner models,
system/firmware/driver versions, and other details.

A set of scanner configuration can be related to a group. For
example, sorting the scanners by department allows the
individual departments to update their own scanners.
Scanner configuration is information used to identify scanners
on the Scanner Central Admin Server, when registering
configuration information from a scanner to the Scanner
Central Admin Server.

The registered scanners can be managed by the Scanner
Central Admin Server functions.

Initially, scanner configuration for each scanner in the scanner
group is automatically added.

To prevent scanner configuration from automatically being
added, clear the [Automatically add new scanners to the
Central Admin configuration when they are discovered] check
box in the [Scanner Central Admin Server Settings] window in
advance.
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Scanner Configuration

The following table shows which items are added/imported to the Scanner Central Admin Server from a config file or from a

scanner.

Scanner configuration is updated at the same time as the operating status of the scanners. For details about the timing of the
update, refer to "3.12 Monitoring the Scanners" (page 80).

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Admin ID (*1) Admin ID used to identify the scanner or the computer | Yes Yes Yes Yes Yes
connected to the scanner. For a network scanner, this
is a MAC address.
Name Name of the scanner or of the computer connected to | Yes Yes Yes Yes Yes
the scanner
Scanner Type Image scanner, image scanner (operated without SCA | Yes Yes Yes Yes Yes
Agent), or network scanner
Model Scanner model. For an emulated scanner, this is the Yes Yes Yes Yes Yes (*2)
name of an emulated model.
Flatbed Scanner Flatbed scanner model - - Yes Yes (*3) -
Model (*1)
Serial Number Scanner serial number Yes Yes Yes (*4) - Yes (*2)
oS Operating system name and service pack version of Yes - - - Yes
the computer connected to the scanner
IP Address IP address of the scanner or of the computer Yes Yes Yes Yes Yes
connected to the scanner
Subnet Mask (*1) Subnet mask of the scanner or of the computer Yes Yes Yes Yes Yes

connected to the scanner
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)

MAC Address MAC address of the scanner or of the computer Yes Yes Yes Yes Yes

connected to the scanner
Description Description Yes Yes Yes Yes -
Optional Items Up to ten items that were added as [Optional ltems] in | Yes Yes Yes Yes -

[Edit Optional Items] of the [Scanner Central Admin

Server Settings (Common Settings)] window.
Info Last Modified Last date and time scanner configuration was modified | Yes Yes Yes - (*5) - (*5)
Registered (*1) Whether or not a target scanner is added to the Yes Yes Yes - (*5) - (*5)

Scanner Central Admin Server from the scanner
Update Status (*1) Indicates the most recent update statuses (System Yes Yes Yes - (*5) - (*5)

Updates, Add-in Installs, System Preferences)
Flatbed Scanner Serial number of the Flatbed scanner (for a network - - Yes (*4) - Yes (*2)
Serial Number scanner, this is shown when the Flatbed option is

enabled)
Port Number Scanner port number - Yes Yes Yes Yes
Use HTTPS? Whether or not HTTPS is used to communicate with - Yes Yes Yes Yes

the scanner
Operating Status Scanner operating status Yes Yes Yes - Yes
Error Status Whether or not an error occurred in the scanner Yes Yes Yes - -
Last Inventory Date and time inventory was last taken Yes Yes Yes - (*5) - (*5)
Taken
Date of Registration | Date on which the scanner was registered Yes Yes Yes - Yes (*2)
Connection Connection interface type of the scanner Yes Yes - - Yes (*2)
Interface Type
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Chapter 3 Using the Scanner Central Admin Server

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated :
without Introduction
SCA _
Agent) Overview of Scanner
Central Admin
True Model Type True model type of the scanner (this is shown when Yes Yes - - Yes (*2)
the scanner is emulated) ,
Installation of Scanner
ADF Total Total number of sheets scanned by the scanner that Yes Yes Yes - Yes (*2) Central Admin
Throughput the ADF has been used for
(Sheets) ;
Using the Scanner
Flatbed Total Total number of scanned sheets of the Flatbed (for a Yes Yes Yes - Yes (*2) Central Admin Server
Throughput network scanner, this is shown when the Flatbed
(Sheets) option is enabled)
Return Scan Total Total number of sheets scanned by the scanner using | Yes - - - Yes Using e-Mail Alerts
Throughput Return Scan (this is shown only for scanners that
(sheets) support Return Scan) Linking with the
PAD ASSY Number of sheets pad assy has been used for Yes - Yes (*7) - Yes (*2) Integrated
(Sheets) Management System
PAD ASSY Status Numerical value that indicates whether the number of | Yes - Yes (*7) - Yes (*2) Maintenance of
sheets the pad assy has been used for exceeds the Scanner Central
threshold Admin
PAD ASSY Numerical value that indicates the threshold of the pad | Yes - Yes (*4) - Yes
Threshold assy status
PAD ASSY Counter | The date and time the pad assy counter was last Yes - - - Yes
Last Cleared cleared
PICK ROLLER Number of sheets pick roller has been used for Yes Yes Yes - Yes (*2)
(Sheets)
PICK ROLLER Numerical value that indicates whether the number of | Yes Yes Yes - Yes (*2)
Status sheets the pick roller has been used for exceeds the
threshold
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ROLLER Counter
Last Cleared

cleared

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
PICK ROLLER Numerical value that indicates the threshold of the pick | Yes Yes Yes (*4) - Yes
Threshold roller status
PICK ROLLER The date and time the pick roller counter was last Yes Yes - - Yes
Counter Last cleared
Cleared
BRAKE ROLLER Number of sheets brake roller has been used for Yes Yes Yes (*6) - Yes (*2)
(Sheets)
BRAKE ROLLER Numerical value that indicates whether the number of | Yes Yes Yes (*6) - Yes (*2)
Status sheets the brake roller has been used for exceeds the
threshold
BRAKE ROLLER Numerical value that indicates the threshold of the Yes Yes Yes (*6) - Yes
Threshold brake roller status
BRAKE ROLLER The date and time the brake roller counter was last Yes Yes - - Yes
Counter Last cleared
Cleared
SEPARATOR Number of sheets separator roller has been used for Yes - - - Yes (*2)
ROLLER (Sheets)
SEPARATOR Numerical value that indicates whether the number of | Yes - - - Yes (*2)
ROLLER Status sheets the separator roller has been used for exceeds
the threshold
SEPARATOR Numerical value that indicates the threshold of the Yes - - - Yes
ROLLER Threshold | separator roller status
SEPARATOR The date and time the separator roller counter was last | Yes - - - Yes
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cleaning is required

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
PRINT Imprinter print cartridge ink level Yes Yes - - Yes (*2)
CARTRIDGE
PRINT Numerical value that indicates whether the print Yes Yes - - Yes (*2)
CARTRIDGE cartridge ink level exceeds the threshold
Status
PRINT The date and time the print cartridge counter was last | Yes Yes - - Yes
CARTRIDGE cleared
Counter Last
Cleared
Total Throughput Number of sheets scanned after cleaning Yes Yes - - Yes (*2)
after Cleaning
(Sheets)
Cleaning required Numerical value that indicates whether the number of | Yes Yes - - Yes (*2)
(Total Throughput sheets scanned after cleaning exceeds the threshold
after Cleaning)
Cleaning threshold Numerical value that indicates the threshold of the Yes Yes - - Yes (*2)
(Total Throughput number of sheets scanned after cleaning
after Cleaning)
Feed Roller Numerical value that indicates whether the feed roller | Yes Yes - - Yes (*2)
cleaning is required
Assist Roller Numerical value that indicates whether the assist roller | Yes - - - Yes (*2)
cleaning is required
Glass Numerical value that indicates whether the glass Yes Yes - - Yes (*2)
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Paper jam, Number of paper jam or multifeed occurrences in one | Yes Yes Yes (*6) - Yes (*2)
Multifeed: day
Occurrences within
one day
Paper jam, Numerical value that indicates whether the number of | Yes Yes Yes (*6) - -
Multifeed: Cleaning | paper jam or multifeed occurrences in one day
required exceeds the threshold
(Occurrences within
one day)
Paper jam, Number of paper jam or multifeed occurrences in the Yes Yes Yes (*6) - Yes (*2)
Multifeed: specified range of the number of scanned sheets
Occurrences within
throughput
Paper jam, Numerical value that indicates whether the number of | Yes Yes Yes (*6) - -
Multifeed: Cleaning | paper jam or multifeed occurrences in the specified
required range of the number of scanned sheets exceeds the
(Occurrences within | threshold
throughput)
Flatbed Date of Date on which the Flatbed was registered (for a - - Yes - Yes
Registration network scanner, this is shown when the Flatbed
option is enabled)
Cumulative On Total scanner "On" time, in hours - - Yes - Yes
Time (Hours)
Last Audit Log Last date and time audit log was collected - - Yes - (*5) - (*5)
Collected
Update Group Group name used to identify update modules to be Yes Yes Yes Yes -

installed.
Unnamed scanners belong to the "Default" group.
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)

Settings Group Group name used to identify applied system - - Yes Yes -

preferences. Unnamed scanners belong to the

"Default" group.
TWAIN Driver TWAIN driver version of the computer connected to Yes - - - Yes
Version the scanner

(If the installed version does not support Scanner

Central Admin, "Version (NotSupport)" is shown)
Current TWAIN Current TWAIN driver update status of the computer Yes - - - -
Driver Status connected to the scanner
Last TWAIN Driver Date/time of the last known successful TWAIN driver Yes - - - -
Update update of the computer connected to the scanner
ISIS Driver Version | ISIS driver version of the computer connected to the Yes - - - Yes

scanner

(If the installed version does not support Scanner

Central Admin, "Version (NotSupport)" is shown)
Current ISIS Driver | Current ISIS driver update status of the computer Yes - - - -
Status connected to the scanner
Last ISIS Driver Date/time of the last known successful ISIS driver Yes - - - -
Update update of the computer connected to the scanner
Software VRS Software VRS version of the computer connected to Yes - - - Yes
Version the scanner

(If the installed version does not support Scanner

Central Admin, "Version (NotSupport)" is shown)
Current Software Current Software VRS update status of the computer Yes - - - -
VRS Status connected to the scanner
Last Software VRS | Date/time of the last known successful Software VRS | Yes - - - -
Update update of the computer connected to the scanner
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)

Hardware VRS Hardware VRS version of the computer connected to Yes - - - Yes
Version the scanner

(If the installed version does not support Scanner

Central Admin, "Version (NotSupport)" is shown)
Current Hardware Current Hardware VRS update status of the computer | Yes - - - -
VRS Status connected to the scanner
Last Hardware VRS | Date/time of the last known successful Hardware VRS | Yes - - - -
Update update of the computer connected to the scanner
Scanner Control Scanner Control Runtime version of the computer Yes - - - Yes
Runtime Version connected to the scanner
Current Scanner Current Scanner Control Runtime update status of the | Yes - - - -
Control Runtime computer connected to the scanner
Status
Last Scanner Date/time of the last known successful Scanner Yes - - - -
Control Runtime Control Runtime update of the computer connected to
Update the scanner
ScandAll PRO ScandAll PRO version of the computer connected to Yes - - - Yes
Version the scanner
Current ScandAll Current ScandAll PRO update status of the computer | Yes - - - -
PRO Status connected to the scanner
Last ScandAll PRO | Date/time of the last known successful ScandAll PRO | Yes - - - -
Update update of the computer connected to the scanner
Scan to Microsoft Scan to Microsoft SharePoint version of the computer | Yes - - - Yes

SharePoint Version

connected to the scanner
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Central Admin
Agent Status

the computer connected to the scanner

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Current Scan to Current Scan to Microsoft SharePoint update status of | Yes - - - -
Microsoft the computer connected to the scanner
SharePoint Status
Last Scan to Date/time of the last known successful Scan to Yes - - - -
Microsoft Microsoft SharePoint update of the computer
SharePoint Update | connected to the scanner
Error Recovery Error Recovery Guide version of the computer Yes - - - Yes
Guide Version connected to the scanner
Current Error Current Error Recovery Guide update status of the Yes - - - -
Recovery Guide computer connected to the scanner
Status
Last Error Recovery | Date/time of the last known successful Error Recovery | Yes - - - -
Guide Update Guide update of the computer connected to the
scanner
Manual Version Manual version of the computer connected to the Yes - - - Yes
scanner
Current Manual Current manual update status of the computer Yes - - - -
Status connected to the scanner
Last Manual Date/time of the last known successful manual update | Yes - - - -
Update of the computer connected to the scanner
Scanner Central Scanner Central Admin Agent version of the computer | Yes - - - Yes
Admin Agent connected to the scanner
Version
Current Scanner Current Scanner Central Admin Agent update status of | Yes - - - -
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Last Scanner Date/time of the last known successful Scanner Yes - - - -
Central Admin Central Admin Agent update of the computer
Agent Update connected to the scanner
Firmware Version Scanner firmware version Yes Yes Yes - Yes (*2)
Current Firmware Current firmware update status Yes Yes - - -
Status
Last Firmware Date/time of the last known successful firmware Yes Yes - - -
Update update
Firmware Imprinter firmware version Yes Yes - - Yes (*2)
(Imprinter) Version
Current Firmware Current imprinter firmware update status Yes Yes - - -
(Imprinter) Status
Last Firmware Date/time of the last known successful imprinter Yes Yes - - -
(Imprinter) Update firmware update
User Application User application version of the computer connected to | Yes - - - Yes
Version the scanner
Current User Current user application update status of the computer | Yes - - - -
Application Status connected to the scanner
Last User Date/time of the last known successful user application | Yes - - - -
Application Update | update of the computer connected to the scanner
Software Operation | Software Operation Panel settings version of the Yes - - - Yes

Panel Settings
Version

computer connected to the scanner
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Current Software Current Software Operation Panel settings update Yes - - - -
Operation Panel status of the computer connected to the scanner
Settings Status
Last Software Date/time of the last known successful Software Yes - - - -
Operation Panel Operation Panel settings update of the computer
Settings Update connected to the scanner
ScandAll PRO ScandAll PRO settings version of the computer Yes - - - Yes
Settings Version connected to the scanner
Current ScandAll Current ScandAll PRO settings update status of the Yes - - - -
PRO Settings computer connected to the scanner
Status
Last ScandAll PRO | Date/time of the last known successful ScandAll PRO | Yes - - - -
Settings Update settings update of the computer connected to the
scanner
Scanner Central Scanner Central Admin Agent settings version of the Yes - - - Yes
Admin Agent computer connected to the scanner
Settings Version
Current Scanner Current Scanner Central Admin Agent settings update | Yes - - - -
Central Admin status of the computer connected to the scanner
Agent Settings
Status
Last Scanner Date/time of the last known successful Scanner Yes - - - -
Central Admin Central Admin Agent settings update of the computer
Agent Settings connected to the scanner
Update
PaperStream IP PaperStream IP (TWAIN) version of the computer Yes - - - Yes

(TWAIN) Version

connected to the scanner
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Current Current PaperStream IP (TWAIN) update status of the | Yes - - - -
PaperStream IP computer connected to the scanner
(TWAIN) Status
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
IP (TWAIN) Update | IP (TWAIN) update of the computer connected to the
scanner
PaperStream IP PaperStream IP (ISIS) version of the computer Yes - - - Yes
(ISIS) Version connected to the scanner
Current Current PaperStream IP (ISIS) update status of the Yes - - - -
PaperStream IP computer connected to the scanner
(ISIS) Status
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
IP (ISIS) Update IP (ISIS) update of the computer connected to the
scanner
ScanSnap Manager | ScanSnap Manager for fi Series version of the Yes - - - Yes
for fi Series Version | computer connected to the scanner
Current ScanSnap Current ScanSnap Manager for fi Series update status | Yes - - - -
Manager for fi of the computer connected to the scanner
Series Status
Last ScanSnap Date/time of the last known successful ScanSnap Yes - - - -
Manager for fi Manager for fi Series update of the computer
Series Update connected to the scanner
PaperStream PaperStream Capture version of the computer Yes - - - Yes
Capture Version connected to the scanner
Current Current PaperStream Capture update status of the Yes - - - -
PaperStream computer connected to the scanner

Capture Status
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
Capture Update Capture update of the computer connected to the
scanner
2D Barcode for 2D Barcode for PaperStream version of the computer | Yes - - - Yes
PaperStream connected to the scanner
Version
Current 2D Barcode | Current 2D Barcode for PaperStream update status of | Yes - - - -
for PaperStream the computer connected to the scanner
Status
Last 2D Barcode for | Date/time of the last known successful 2D Barcode for | Yes - - - -
PaperStream PaperStream update of the computer connected to the
Update scanner
PaperStream IP PaperStream IP (TWAIN) settings version of the Yes - - - Yes
(TWAIN) Settings computer connected to the scanner
Version
Current Current PaperStream IP (TWAIN) settings update Yes - - - -
PaperStream IP status of the computer connected to the scanner
(TWAIN) Settings
Status
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
IP (TWAIN) IP (TWAIN) settings update of the computer connected
Settings Update to the scanner
PaperStream IP PaperStream IP (ISIS) settings version of the Yes - - - Yes

(ISIS) Settings
Version

computer connected to the scanner
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Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Current Current PaperStream IP (ISIS) settings update status | Yes - - - -
PaperStream IP of the computer connected to the scanner
(ISIS) Settings
Status
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
IP (ISIS) Settings IP (ISIS) settings update of the computer connected to
Update the scanner
PaperStream PaperStream Capture settings version of the computer | Yes - - - Yes
Capture Settings connected to the scanner
Version
Current Current PaperStream Capture settings update status Yes - - - -
PaperStream of the computer connected to the scanner
Capture Settings
Status
Last PaperStream Date/time of the last known successful PaperStream Yes - - - -
Capture Settings Capture settings update of the computer connected to
Update the scanner
System Version Scanner system version - - Yes - Yes
Security Update Security update version - - Yes - Yes
Version
Installed Options A list of installed options - - Yes - Yes
Current System Current system update status - - Yes - (*5) - (*5)
Update Status
Flatbed Version Firmware version of the Flatbed (for a network - - Yes - Yes

scanner, this is shown when the Flatbed option is
enabled)
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Settings Update

scanner settings update

Item Description Image Image Network | Configuration | Configuration
scanner scanner scanner from file from scanner
(operated
without
SCA
Agent)
Last System Date/time of the last known successful system update | - - Yes - (*5) - (*5)
Update
Add-in Group Group name used to identify applied Add-in install - - Yes Yes -
modules. Unnamed scanners belong to the "Default"
group
Add-in Version Scanner Add-in install module version - - Yes - Yes
Current Add-in Current scanner Add-in install status - - Yes - (*5) - (*5)
Install Status
Last Add-in Install Date/time of the last known successful Add-in install - - Yes - (*5) - (*5)
Last Add-in Date/time of the last known successful Add-in settings | - - Yes - (*5) - (*5)
Settings Update update
System Identifies which set of Scanner Central Admin Server - - Yes - -
Preferences (*1) supplied system preferences has been applied
Current System Current system preferences status - - Yes - (*5) - (*5)
Preferences Status
Last System Date/time of the last known successful released - - Yes - (*5) - (*5)
Preferences Update | system preferences update
Scanner Settings Scanner settings version - Yes - - Yes
Version
Current Scanner Current scanner settings status - Yes - - -
Settings Status
Last Scanner Date/time of the last known successful released - Yes - - -

Yes : Necessary
- : Not necessary
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*1
*2
*3
*4
*5
*6
*7

: The information is not displayed in the [Scanner Details] window.
: The information is not registered if the scanner is not connected.
: A blank space is output.

: The information may not be available with some models.

: Automatically set from the Scanner Central Admin Server.

: This information is available for N7100 and N7100E.

: This information is available for N1800 and fi-6010N.
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Adding Scanner Configuration

Scanner configuration can be added in the Scanner Central
Admin Console window.

1 Pressthe [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

Scanner Config List

Admin Operations ___Operation Monitor Config List Event Log Statistical Information

Network Scanner Discovery
[ import Config | [ Export Config | ﬂ Network Scanner Discovery j—|

Select scanners to be reviewed or modified

[ ) e ) [owe ) [Esom ]

[]  Device Name IPAddress  Model Update Group Comment Status  Consumable..  Errc
(an) T} - (al) - (A - (Al

] Unreported P

[} Unreported Ed

] Unreported Ed

[} Unreported Ed

] Unreported il

] Unreported Ed

B Unreported .

B Unreported Ed

B Unreported P

B Unreported Ed

B Unreported

B Unreported

&l Unreported

= Linrannrted

* Click the scanner names to view individual scanner details.

2 Pressthe [New] button.
= The [Edit Scanner Details] window appears.

Edit Scanner Details
Enter the scanner details, then click the [OK] button
Scanner Type
Device Name(Required)
1P Address (eg: 192.168.0.10)
MAC Address (eg: 01:23:45:abiedzef)
Model

[

[

Update Group [
Add-in Group [
[

Settings Group

Comment

3 Configure the desired settings.

For information about the settings, refer to the Scanner Central Admin
Console Help.

4 Pressthe [OK] button.

= The scanner configuration is registered.
[Unregistered] is displayed in [Status] on the [Scanner Config List]
window.

5 T change the status of the scanner registration to

registered status, configure the settings from Scanner
Central Admin Agent, the image scanner (operated
without SCA Agent), or the network scanner.
- For image scanners
Configure the settings from Scanner Central Admin Agent. For
details about the settings, refer to "3.6 Pre-settings for the
Scanner Central Admin Agent" (page 53).

- Forimage scanners (operated without SCA Agent)/network
scanners
Configure the settings from the image scanner (operated
without SCA Agent) or the network scanner. For details about
registering, refer to "3.7 Pre-settings for Image Scanners
(Operated without SCA Agent)/Network Scanners" (page 55).

HINT

To copy the configuration of another scanner, select the check box for
the scanner to be copied in the [Scanner Config List] window. Then,
press the [Clone] button and edit the configuration as needed.
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Editing Scanner Configuration

Deleting Scanner Configuration

Scanner configuration can be edited in the Scanner Central
Admin Console window.

You can set a group and description to the scanner
configuration automatically registered from the scanner.

1

Press the [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

Click the link of the scanner name to be edited.
= The [Scanner Details] window appears.

Press the [Edit] button.
= The [Edit Scanner Details] window appears.

Edit the desired settings.
For information about the settings, refer to the Scanner Central Admin
Console Help.

Press the [OK] button.
= The changed scanner configuration is saved.

Scanner configuration can be deleted in the Scanner Central
Admin Console window.

1 Pressthe [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

2 Select the check box for the scanner to be deleted.

3 Press the [Delete] button.

= A confirmation window for whether or not to delete the specified
scanner configuration appears.

4 Press the [OK] button.
= The scanner configuration is deleted.

ATTENTION

® Deleting the scanner configuration does not complete the
unregistering of the Scanner Central Admin Server settings on the
scanner side. To unregister settings in order to not centrally manage
the scanner, disable the Scanner Central Admin Server settings on
the scanner side.

® For image scanners, to disable the registration status with Scanner
Central Admin Server of multiple scanners at one time, apply a new
set of Scanner Central Admin Agent settings to target scanners.

® For image scanners (operated without SCA Agent), to disable the
registration status with Scanner Central Admin Server of multiple
scanners at one time, apply a new set of scanner settings to target
scanners.

® For network scanners, to disable the registration status with Scanner
Central Admin Server of multiple scanners at one time, apply a new
set of system preferences to target scanners.

® To manage the scanner centrally again, re-register the scanner in the
Scanner Central Admin Server.
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Editing a Group

On the Scanner Central Admin Console window, groups can
be added to scanners managed by the console or changed,
and a scanner that is in a group can also be removed from the

group.

B Adding Groups to Scanners/Changing Groups
You can add the following groups to a scanner and also
change the groups set to a scanner all in one go.

® Update group

® Add-in group (only for network scanners)

® Setting group (only for network scanners)
To add a group, change the settings of an existing group or
create a new group.

1 Pressthe [Scanner Config List] tab on the Scanner
Central Admin Console main window.
= The [Scanner Config List] appears.

2 Pressthe [Edit Group] button.
= The [Edit Group] window appears.

Edit Group

Select scanners for group editing.

Filter Conditions
’706“6 Marme IP Address Model Update Group ~ Add-in Group  Settings Group ~ Comment

(A1) - (Al - (Al -

Refresh List

[ Add/Change Group | | Remove from Group |

0O
5
<
=z
2

e IPAddress  Model Update Group ~ Add-inGroup  Settings Group ~ Commen ¢ -

OOOO0O0OO0CDOO0OooEOom

“Click the part names to view details of the current part status

3 Select the check box of a scanner in a group which is to
be added or changed, and press the [Add/Change Group]
button.
= The window for editing the group name appears.

4 Configure each setting.
For information about the settings, refer to the Scanner Central Admin
Console Help.

5 Pressthe [OK] button.

= A group for the scanner is added or changed.
In addition, that group is also registered in the scanner
configuration.

BRemoving a Scanner from a Group
You can remove a scanner from all of the following groups at
once.

® Update group

® Add-in group (only for network scanners)

® Setting group (only for network scanners)

1 Press the [Scanner Config List] tab on the Scanner
Central Admin Console main window.
= The [Scanner Config List] window appears.

2 Press the [Edit Group] button.
= The [Edit Group] window appears.

3 Select the check box for a scanner to be removed from a

group and press the [Remove from Group] button.
= The window for selecting the group names appears.

4 Selectthe types of groups that the scanner will be
removed from and press the [OK] button.
= The scanner is removed from the selected groups.
In addition, the groups are also removed from the scanner
configuration.
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Exporting Scanner Configuration

Importing Scanner Configuration

Scanner configuration can be exported to a file in the Scanner
Central Admin Console window.

ATTENTION

To export scanner configurations when SSL communication is used
on the Scanner Central Admin Console, temporarily change the
settings for Internet options by the following procedure:

Select [Control Panel] — [Internet Options] — [Advanced] tab and
then clear the [Do not save encrypted pages to disk] check box under
[Security] in [Settings].

1 Pressthe [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

2 Press the [Export Config] button.

= A window to confirm whether or not to export the scanner
configuration appears.

3 Select scanner information to be exported, and press the
[OK] button.
= The [File Download] dialog box appears.

4 Pressthe [Save] button.
= The [Save As] dialog box appears.

5 Specify the export destination.

6 Press the [Save] button.
= The scanner configuration file is exported to the specified
destination.
For details about the format of the scanner configuration file to be
exported, refer to "Scanner Configuration File Format (for
Exporting)" (page 154).

In the Scanner Central Admin Console window, scanner
configuration can be registered for several scanners at once,
by importing the scanner configuration file.

For details about the importable data (settings) allowed in a
scanner configuration file, refer to "Scanner Configuration File
Format (for Importing)" (page 166).

Also note that imported scanner configuration data can be
changed at once for the scanners.

ATTENTION

® Only those settings detailed as being importable may be imported.

® Even if scanner configuration is imported, the scanner cannot be
centrally managed until registration from the scanner is completed.

1 Pressthe [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

2 Press the [Import Config] button.
= The [Import Scanner Config] window appears.

Import Scanner Config

The current seanners configuration will be replaced by the imported data

Scanner Gonfig File
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3 Specify the scanner configuration file to be imported.
Press the [Browse] button to select a file.

4  Press the [Import] button.
= The scanner configuration file is imported and the applicable
scanners are configured.

ATTENTION

® Importing a scanner configuration file that contains zero scanner
entries will cause all of the existing scanner configuration information
to be deleted.

® The imported scanner configuration file overwrites the current
scanner configuration.

® If the imported scanner configuration information contains the same
MAC address or scanner name as in the existing scanner
configuration information, the MAC address or the scanner name will
be recognized as already existing. This is determined in the order of
MAC address, scanner name. In this case, on the table shown in
"3.13 Managing the Scanners" (page 87), items in the "Configuration
from file" column marked "Yes" are replaced, and those marked with
"-" are left as they are.

® |f the same MAC address or scanner name does not exist, the
imported scanner configuration information will be added.

Scanner Auto Discovery/Scanner Registration

Image Scanner
((without SCA Agent)J( Network Scanner ]

On the Scanner Central Admin Console window, unregistered
scanners that exist in the specified network range are
automatically detected and registered.

Also, the registration of scanners from other Scanner Central
Admin Servers can be forcibly registered to the Scanner
Central Admin Server that executed the search.

HINT
For image scanners (operated without SCA Agent), fi-8040 and fi-8190/
fi-8290/fi-8170/fi-8270/fi-8150/fi-8250 are supported.

1 Pressthe [Config List] tab on the main window of Scanner

Central Admin Console.
= The [Scanner Config List] window appears.

2 Press the [Scanner Discovery] button.
= The [Scanner Discovery] window appears.

Scanner Discovery
— Search IP Address Range Settings

Search Range List
First IP Address

Last IP Address No Data
SubnetMask 255 . 285 . 255 .0
Hint

Use HTTPS?  Port Number 80

Automatically switch the registration of scanners
from other servers to the current server.

Discovery ID
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3
4

Specify the network search range and the subnet mask.

Press the [Add ->] button.
= The specified network range is displayed in [Search Range List].

HINT

When the IP addresses specified as the network range to be
searched are not added to [Search Range List], hints for correctly
adding them to [Search Range List] are shown.

Select the check boxes of the network ranges to be
searched from [Search Range List].

For [Port Number], set the HTTP communication port
number used when attempting to request for a scanner
search. To change the type of HTTP/HTTPS, select the
[Use HTTPS?] check box.

HINT
Specify the settings of [Port Number] and the [Use HTTPS?] check
box according to the settings of the scanner to be searched in the
following way. For more details, refer to the Operator's Guide of
your scanner model.
® [Port Number]
Enter the Scanner Central Admin port number set on the
scanner.
® [Use HTTPS?] check box
Select this check box when encryption of communication (SSL
communication) is enabled on the scanner.

7 Select the [Automatically switch the registration of

scanners from other servers to the current server.] check
box to forcibly register scanners already registered to
other Scanner Central Admin Servers.

Press the [Start] button.
= Scanner discovery starts, and the result appears in [Detected
Scanners] when finished.

Scanner Discovery

— Search IP Address Range Settings
Search Range List

[osilPhiess First IP Address Last IP Address.
Last IP Address Delete <- @] N

Subnet Mask 255 255 255 0

Hint

Use HTTPS?  Port Number 50

Automatically switch the registration of scanners
from other servers to the current server.

Discovery ID

— Scanner Searcl
Start
Detected Scanners
IP Address. MAC Address Scanner Name Model  Auto Registration Date/Time
OK 11:30:31 AW
OK 11:30:28 AM

Pages: 1
Checked = 16/ Total = 16 Start Time 11:30:16 AM
Finish Time: 11:30:40 AM

Back

9 Pressthe [Back] button.

= The [Scanner Config List] appears again.

HINT

® For scanners registered by scanner discovery, “Scanner
Discovery (date that Scanner Discovery was executed)” is
written in the [Comment] column of the [Scanner Config List]
window.

® For network scanners, when specifying a scanner to be
registered on the Scanner Central Admin Server, enter the
Discovery ID set on the scanner for [Discovery ID] to only search
for the scanner with that Discovery ID.
The [Discovery ID] may be up to 100 characters long.
Alphanumeric characters and symbols can be used.
Note that characters are case-sensitive.
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Editing Items to be Displayed in the Scanner List

Checking Scanner Details

Items to be displayed in the scanner list can be edited in the
Scanner Central Admin Console window.

1

Press the [Scanner Config List] tab in the Scanner Central
Admin Console main window.
= The [Scanner Config List] window appears.

Press the [Edit items to display] button.
= The window for selecting items to display appears.

Select the check boxes of the items to be displayed in the
scanner list.

Press the [Up] button or the [Down] button to set the order
of the items that are displayed.

Press the [OK] button.

= The set items are displayed in the scanner list.

Scanner details can be checked in the Scanner Central Admin
Console window.

Scanner details are updated at the same time as the operating
status of the scanners. For details about the timing of the
update, refer to "3.12 Monitoring the Scanners" (page 80).

1 Pressthe [Config List] tab in the Scanner Central Admin
Console main window.
= The [Scanner Config List] window appears.

2  Click the link of the scanner whose details you want to
view.
= The [Scanner Details] window appears.

3 Check the scanner details.
For information about the settings, refer to the Scanner Central Admin
Console Help.
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3.14 Maintaining the Scanners

If scanners where replacement of consumable parts is
required, where an error occurs or where maintenance is
required are found in the Scanner Central Admin Console
window, you can take appropriate action on those scanners.

When a consumable part needs to be replaced

Check the Scanner Central Admin Console [Scanner Details] window for
what consumable part needs to be replaced, and replace the applicable
part.

For details about replacing consumable parts, refer to the Operator's
Guide of your scanner model.

When an error has occurred

Check the error details in the Scanner Central Admin Console [Event
Details] window, and take the appropriate action.

For details about errors and actions to take, refer to the Operator's
Guide of your scanner model.

When maintenance for a scanner needs to be performed

Check the Scanner Central Admin Console [Scanner Details] window for
the maintenance information, and perform the required maintenance.
For details about maintaining scanners, refer to the Operator's Guide of
your scanner model.
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3.15 Operation Examples

This section provides operation examples.

The following two operation examples are explained here.
® Operation for monitoring scanners
@ Operation for updating scanners

The following explains each operation example.

Operation for Monitoring Scanners

The Scanner Central Admin Console window can be used to
monitor scanners by checking the status of scanner
consumable parts, errors and maintenance reported from the
scanners.

Scanner Central Scanner Central

Admin Server Admin Console _ | 5
= -
o Alerts f bl g “D W
ropiacomentandmors N\

Administrator | Error Recovery 41"
Guide

Alerts for consumable part replacement and errors

Scanner Central Scanner Central Scanner Central

Admin Agent Admin Agent Admin Agent
‘? -“—
o, “ . Alerts for consumable part
Errors Consumable Check replacement and errors
Alerts required

Login from the Scanner Central Admin Console.

For details about logging from the Scanner Central Admin Console,
refer to "3.4 Login from the Scanner Central Admin Console" (page
49).

Check the Scanner Central Admin Console [Scanner
Details] window for what consumable part needs to be
replaced, and replace the applicable part. Check the
maintenance information to perform cleaning.

Check the error details in the Scanner Central Admin
Console [Event Details] window, and take the appropriate
action.

For image scanners/image scanners (operated without SCA Agent),
the [Error Details] button becomes enabled if an error occurs in the
scanner. Click the [Error Details] button to bring up the "Error
Recovery Guide" corresponding to the scanner error. Check the
information displayed and deal with the problem accordingly.
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Operation for Updating Scanners 1 Create update modules.
To create update modules, refer to "Creating an Update Module"
. . . (page 60). ;
Scanner settings and drivers can be updated for multiple Introduction
snanners at once. Upnatlng scanners can be done during 2 Login from the Scanner Central Admin Console. |
nighttime or other periods when the scanners are not used. For details about logging from the Scanner Central Admin Console, Overview of Scanner
S ———" refer to "3.4 Login from the Scanner Central Admin Console" (page Central Admin
Admin Server igz;:::eéocnesr:)tlreal 49)
, . Installation of Scanner
S Lcjﬁiakduﬁif;esgffsmeS/ B 3 Confirm that there are no problems with the update by Central Admin
353.23? D“Ver fﬂ using a scanner for an operation check.
v O Specify a settings group with a scanner to be used for checking ]
- Administrator |  SCA Module operations, and check that there are no problems by performing Using the Scanner
C'ea“:' Steps 4 to 6. Central Admin Server
:~ :. _-' 0." . " ;
Update Update 4 Inthe following Scanner Central Admin Console windows,
p—— s | upload the update modules to the Scanner Central Admin Using e-Mail Alerts
|_ settings settings "':,"' Server:
& '— - [Image Scanner Update Registration] window o ,
3 Linking with the
» - [System Updates] window Integrgted
- [Add-in Installs] window Management System
- [System Preferences] window Maintenance of
- [Job Mode Settings] window
Scanner Central | | Scanner Central Scanner Central [ gs] Scanner Central
Admin Agent Admin Agent Admin Agent HINT Admln
— ——— ———_— Set the following to distribute the load when installing the update
Scanner Scanner module:
settings ttin ttin ttin ttin .
— e e * gs * gs ® Split the settings group into several groups
o ._ ® Change the update schedule to be performed per group, and
et Driver Driver | e »: Update register/distribute the update module
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5 Install the update modules.
Update modules are installed when one of the following occurs:

- For image scanners:
® The computer connected to the scanner is logged on.

® On the computer connected to the scanner, [Install Updates]
is selected from the right-click menu of the Scanner Central
Admin Agent icon in the notification area.

® The [Regularly check for updates] check box has been
selected in the Scanner Central Admin Agent [Scanner
Central Admin Server Settings] window, and the time
specified in [Check Interval] has elapsed.

® The [Install updates while the computer is logged off] check
box has been selected in the Scanner Central Admin Agent
[Scanner Central Admin Server Settings] window, and the
computer connected to the scanner is logged off.

- Forimage scanners (operated without SCA Agent):
® Scanner is started
® Scanner is logged out

- For network scanners:
® Scanner is started, or enters into standby mode
® Scanner is logged out
® Scanner is notified of any update modules
® Scanner has an automatic update scheduled

6 In the Scanner Central Admin Console [Update Status
List] window, check the status details of the update
modules.
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Chapter 4 Using e-Mail Alerts

4.1 e-Mail Alerts Quick Guide

Introduction
This section provides a quick guide for e-mail alerts.

Pre-settings for the SMTP Server For details, refer to "4.2 Pre-settings for the SMTP Server" (page 117). 82(;?;?%0;?106””&
|
® Checking the SMTP Server Settings

v v

Installation of Scanner
Central Admin

Using the Scanner
Pre-settings for the Pre-settings for Pre-settings for the Scanner Central Admin Agent are required for using image scanners. Centgr]al Admin Server
Scanner Central Admin Network Scanners For details, refer to "4.3 Pre-settings for the Scanner Central Admin Agent" (page 118).
Agent ® Configuring the , . _
; ; Pre-settings for network scanners are required for using network scanners. . .
: e-Mail Settings Using e-Mail Alerts
® Installing the Scanner of Network 9 For details, refer to the Operator's Guide of your scanner model. g
Central Admin Agent s
® Configuring the e-Mail canners Linkina with the
Settings of the Scanner ATTENTION Integrgted
Central Admin Agent When the Scanner Central Admin Server is used, an error notification e-mail can be sent M
: anagement System
from the Scanner Central Admin Server, not from each scanner. To send an error
notification e-mail from the Scanner Central Admin Server, use the [Scanner Central Maintenance of
Admin Server Settings (Common Settings)] window of the Scanner Central Admin Scanner Central
Console. Admin
Checking e-Mail For details, refer to "4.5 Checking e-Mail" (page 121).
Maintaining the Scanners For details, refer to "4.6 Maintaining the Scanners" (page 126).
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4.2 Pre-settings for the SMTP Server

This section describes the pre-settings for the SMTP server.

. . Overview of Scanner
Checking the SMTP Server Settings Cortral Admin

Introduction

Check the address and port number of the SMTP server.

For details, contact your system administrator. o

Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts
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Chapter 4 Using e-Mail Alerts

4.3 Pre-settings for the Scanner Central Admin Agent( o s

This section describes the pre-settings for the Scanner Configuring the e-Mail Settings of the Scanner
Central Admin Agent. Central Admin Agent

Installing the Scanner Central Admin Agent

Configure the e-mail settings of the Scanner Central Admin
Agent.

This allows the administrator to receive e-mail alerts for
consumable parts, scanner errors, and scanner information.

Install the Scanner Central Admin Agent on a computer
connected to scanners.

For details about installing the Scanner Central Admin Agent,
refer to "2.4 Installing the Scanner Central Admin Agent" 1

(page 37). Select the [Start] menu~[All Programs]-[Scanner Central

Admin Agent]-=[Scanner Central Admin Agent Setup].
= The [Scanner Central Admin Agent] window appears.

2 Click the [Settings] button for [e-Mail Notification].

File  Help
Settings
Scanner Central Admin
e-Mail Notification
SMNMP Trap Motification Settings..
Export
Scanner Settings Export...

= The [e-Mail Settings] window appears.
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Chapter 4 Using e-Mail Alerts

3 Select the [Send e-mails] check box. 5 Pressthe [Send a test e-mail] button.
Check whether a test e-mail is successfully sent.
For details about the test e-mail format, refer to "4.5 Checking e-Mail" ;
(page 121). Introduction
SMTP Server
e ATTENTION Overview of Scanner
- If the computer name includes characters other than Central Admin
SoEREEEE 25 e alphanumerics (a-z, A-Z, 0-9) and hyphen (-), an e-mail cannot be
[] Authentication information is required by the server sent. |nSta”ati0n Of Scanner
Central Admin
6 Pressthe [OK] button.

= This enables the settings, and the [Scanner Central Admin Agent]

window appears again. Using the Scanner
The Scanner Central Admin Agent icon appears in the notification Central Admin Server
e-Mail Address area.

From: scanner@central.admin.agent

Tao:

Using e-Mail Alerts

Add

e Linking with the
Delete
Integrated
Encoding Management System
@ Auto ) Unicode(UTF-8) .
Maintenance of
Send a test e-mail l Scanner Central
Admin
[ OK l l Cancel l l Help ]
4 Setthe SMTP server, e-mail addresses, and encoding.
Set the same SMTP server address and port number as those you
checked in "Checking the SMTP Server Settings" (page 117).
For information about the settings, refer to the Scanner Central Admin
Agent Help.
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4.4 Pre-settings for Network Scanners

This section describes the pre-settings for network scanners.

Configuring the e-Mail Settings of Network
Scanners

Configure the e-mail settings of network scanners.

This allows the administrator to receive e-mail alerts for
consumable parts and scanner errors.

For more details, refer to the Operator's Guide of your scanner
model.
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Chapter 4 Using e-Mail Alerts

4.5 Checking e-Mail

You can check e-mail that would be sent if a consumable part needs to be replaced or if an error occurs.
The e-mail format is as follows: Overview of Scanner
Central Admin

Introduction

Subject

Message from Scanner Central Admin Agent (*1) (*2) Installation of S
nstaliation or scanner

Body Central Admin

This e-mail is an event notification from the Scanner Central Admin Agent [computer from which the error message is sent]. (*1)

Using the Scanner

Date/Time : Message notification date/time (Format: MM/DD/YYYY hh:mm:ss AM or PM) Central Admin Server
Origin : Computer from which the message is sent
IP Address : IP address of the computer from which the message is sent
Model : Model of the scanner related to the message Using e-Mail Alerts
Serial Number : Serial number of the scanner related to the message
Type : Message type (*3) — .
Message Code : Message code (*4) (*5) Linking with the
Message : Message description (*4) (*5) Integrated
Management System
1: For network scanners, the "Scanner Central Admin Agent" reflects the environment of each scanner. Maintenance of
*2: For a test e-mail, the subject starts with "[Test]". Scanner Central
*3: Event types are as follows: Admin
Information : Information message
Error : Error message
Warning : Warning message
- (hyphen) : Test e-mail
*4: For details about the message codes and message description, refer to the Scanner Central Admin Console Help.
*5: A hyphen ("-") is always used for test e-mail.
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Chapter 4 Using e-Mail Alerts

Example: When Event Type Is "Information™

Subject

Message from Scanner Central Admin Agent

Body

This e-mail is an event notification from the Scanner Central Admin Agent [PC-001].
Date/Time : MM/DD/YYYY hh:mm:ss AM or PM
Origin : PC-001

IP Address 7 XXX XXX XXX XXX

Model + fi-xxxxx

Serial Number : 000660(B1)

Type : Information

Message Code : OF080001

Message : Scanner was changed.

Example: When Event Type Is "Error”

Subject

Message from Scanner Central Admin Agent

Body

This e-mail is an event notification from the Scanner Central Admin Agent [PC-001].
Date/Time : MM/DD/YYYY hh:mm:ss AM or PM

Origin : PC-001

IP Address XXX XXX XXX XXX

Model : fi-xxxxx

Serial Number : 000660(B1)

Type : Error

Message Code : 8F060001

Message : Scanner parts replacement notification was detected. [048005, 87: Drive error]
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Chapter 4 Using e-Mail Alerts

Example: When Event Type Is "Warning"

Subject

Message from Scanner Central Admin Agent

Body

This e-mail is an event notification from the Scanner Central Admin Agent [PC-001].
Date/Time : MM/DD/YYYY hh:mm:ss AM or PM

Origin : PC-001

IP Address 7 XXX XXX XXX XXX

Model + fi-xxxxx

Serial Number : 000660(B1)

Type : Warning

Message Code : 6F070002

Message : Scanner consumable needs to be replaced soon. Consumable Parts: BRAKE ROLLER

Example: When Event Type Is "Test e-Mail"

Subject

[Test] Message from Scanner Central Admin Agent

Body

This e-mail is an event notification from the Scanner Central Admin Agent [PC-001].
Date/Time : MM/DD/YYYY hh:mm:ss AM or PM
Origin : PC-001

IP Address T XXX XXX XXX XXX

Model » fi-xxxxx

Serial Number : 000660(B1)

Type D -

Message Code D-

Message D-
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Chapter 4 Using e-Mail Alerts

By sending an e-mail from the Scanner Central Admin Agent, you can check the e-mail that would be sent if you select the [Send
scanner information regularly] check box in the [Add / Edit "To:" Address] window.
The e-mail format is as follows:

Subject
Message from Scanner Central Admin Agent

Body
This e-mail is a scanner information notification from the Scanner Central Admin Agent [computer from which the error message is sent].

[The message that was registered in [Message] of the [Add / Edit "To:" Address] window]

Collected Date/Time : (Format: MM/DD/YYYY hh:mm:ss)

Origin : Computer from which the message is sent

IP Address . IP address of the computer from which the message is sent

Model : Model of the scanner related to the message

Serial Number : Serial number of the scanner related to the message

Operating System : Operating System of the computer from which the message is sent
MAC Address T XXEXXEXXEXXEXX XX

Initial Use : (Format: MM/DD/YYYY hh:mm:ss)

Connection Interface : xxxx

Total Throughput T XXX

Consumable Status (Sheets) (*1) : xxx/xxx

Consumable Status (*1) : Normal/Replace soon/Replace now
Operating Status : In use/Offline/Unreported

Error Status : No/Yes

Installed Scanner Software : xXxxxxxx

*1: The status of each consumable in your scanner is displayed.
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Chapter 4 Using e-Mail Alerts

Example: When [Send scanner information regularly] is Selected

Subject
Message from Scanner Central Admin Agent

Body
This e-mail is a scanner information notification from the Scanner Central Admin Agent [PC-001].

XXXXXXXXXXXXXXXXXXX.

Collected Date/Time : MM/DD/YYYY hh:mm:ss

Origin : PC-001

IP Address T XXX XXX XXX XXX

Model » fi-xxxxx

Serial Number : 000660(B1)

Operating System : Windows 10 XX XXXX XXXXX XXXX
MAC Address T XXIXXEXXIXXIXX XX

Initial Use : MM/DD/YYYY hh:mm:ss

Connection Interface : USB2.0
ADF Total Throughput (Sheets) : xxx
PICK ROLLER (Sheets) : xxx/xxx
PICK ROLLER Status : Replace now
Brake Roller (Sheets) : xxx/xxx
Brake Roller Status  : Normal

Operating Status : Inuse

Error Status :No

TWAIN Driver 7 XXXXXXXX

Scanner Central Admin Agent : X. XX XXXX.XX
Firmware 1 XXXX
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Chapter 4 Using e-Mail Alerts

4.6 Maintaining the Scanners

You can take appropriate action according to the e-mail sent
when a consumable part needs to be replaced or if an error
occurs.

When a consumable part needs to be replaced

Check the e-mail for what consumable part needs to be replaced, and
replace the applicable part.

For details about replacing consumable parts, refer to the Operator's
Guide of your scanner model.

When an error has occurred

Check the error details in the e-mail, and take the appropriate action.
For details about errors and actions to take, refer to the Operator's
Guide of your scanner model.
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Chapter 5 Linking with the Integrated i

Management System

Installation of Scanner
[ Image Scanner ]( Network Scanner ]

Central Admin
This chapter describes operations that are linked with the integrated management system.

Using the Scanner
Central Admin Server

5.1 Integrated Management System QUICK GUIAE...........cooiiiiiiiiiiiiiccce e e e e e e e e e eeeaaens 128 Using e-Mail Alerts

5.2 Pre-settings for the Integrated Management System ...........ooumiiiiiiiii e, 130

5.3 Pre-settings for the Scanner Central AdMIN AGENt ...........coovoveeoeeeeeeeeeeeeeeeeeeeee e, 132 :—;?gé?gtewéth the

5.4 Pre-settings for the Network SCanNErs............cooo i 134 Management System

5.5 ChecKiNg SNMP Traps .........coiiiiiiii et 135 Maintenance of

5.6 Maintaining the SCANNEIS .........ooiiiiiiie ettt e e e e e sre e e st e e e s e e sneeeeseeeeneeeaneeas 137 Scanner Central
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Chapter 5 Linking with the Integrated Management System

5.1 Integrated Management System Quick Guide

This section provides a quick guide for the integrated
management system.

Pre-settings for the Integrated Management System

® Configuring the Integrated Management System (SNMP
Manager)

® Checking the Integrated Management System (SNMP
Manager)

® Configuring the Integrated Management System to Start Up
Scanner Central Admin Console

v

Pre-settings for the Scanner Central Admin Agent
® [nstalling the Scanner Central Admin Agent
® Configuring the SNMP Trap Notification for the Scanner

Central Admin Agent

Pre-settings for the Network Scanners
® Configuring the SNMP Linking for the Network Scanners

v

For details, refer to "5.2 Pre-settings for the Integrated Management System"
(page 130).

These settings are required for using image scanners.
For details, refer to "5.3 Pre-settings for the Scanner Central Admin Agent" (page
132).

This setting is required for using network scanners.
For details, refer to "5.4 Pre-settings for the Network Scanners" (page 134).
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Chapter 5 Linking with the Integrated Management System

Checking SNMP Traps

v

Maintaining the Scanners

For details, refer to "5.5 Checking SNMP Traps" (page 135).

For details, refer to "5.6 Maintaining the Scanners" (page 137).
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Chapter 5 Linking with the Integrated Management System

5.2 Pre-settings for the Integrated Management System

This section describes the pre-settings for the integrated
management system.

Configuring the Integrated Management System
(SNMP Manager)

Enable the SNMP manager that receives SNMP traps.

The port number "UDP/162" is used for SNMP traps. Set this
port for the integrated management system network so that
SNMP trap can be received.

For details, refer to the integrated management system
manual.

Checking the Integrated Management System
(SNMP Manager)

Check the address and community name of the integrated
management system that runs the SNMP manager.

For details, refer to the integrated management system
manual.

Configuring the Integrated Management System
to Start Up Scanner Central Admin Console

Configure the integrated management system so that you can
start up Scanner Central Admin Console from the integrated
management system and check consumable parts
replacement, error, or scanner information.
To start up Scanner Central Admin Console from the
integrated management system, register the
ScannerCentralAdminConsole.exe command in the integrated
management system.
For details, refer to the integrated management system's
manual.
The command execution format is shown below.

® Command storage location

Under the \AmConsole\Console] folder in the installation folder of
Scanner Central Admin Console

® Command execution format

ScannerCentralAdminConsole.exe -h {host name or IP address} -p

{port number} [-https] -i {scanner IP address}

Italic face indicates variable characters.

-h: Specify the host name or IP address of Scanner Central Admin
Server to which Scanner Central Admin Console is connected. This
cannot be omitted.

-p: Specify the port number that is used when Scanner Central Admin
Console is connected to Scanner Central Admin Server. This cannot
be omitted.

-https: Specify this option only if HTTPS is used when Scanner
Central Admin Console is connected to Scanner Central Admin
Server. This can be omitted.
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Chapter 5 Linking with the Integrated Management System

-i: Specify the IP address of the scanner for which you display the
[Scanner Details] window. This cannot be omitted.

HINT
An example of executing ScannerCentralAdminConsole.exe is shown
below.

IP address: 192.168.1.1

Port number: 10444

Scanner IP address: 192.168.1.100

ScannerCentralAdminConsole.exe -h 192.168.1.1 -p 10444
-i 192.168.1.100

When you start up Scanner Central Admin Console that is
registered in the integrated management system, the login
window for Scanner Central Admin Server to which Scanner
Central Admin Console is connected will be displayed.
After you log in Scanner Central Admin Server, a different
window is displayed according to the status of the scanner to
display.

® \When an error occurs in the scanner

The [Event Log] window appears.

® \When no error occurs in the scanner
The [Scanner Details] window appears.

HINT
® \When you cannot connect to Scanner Central Admin Server that was

specified when you register Scanner Central Admin Console in the
integrated management system, the window for entering the target
server appears.

Check if the specified information for Scanner Central Admin Server
is correct.

The scanner with the IP address that was specified when you register
Scanner Central Admin Console in the integrated management
system is not registered in Scanner Central Admin Server, the default
window that was specified in the [Scanner Central Admin Server
Settings] window appears. Check if the specified |IP address is
correct.
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Chapter 5 Linking with the Integrated Management System

5.3 Pre-settings for the Scanner Central Admin Agent

Configuring the SNMP Trap Notification for the
Scanner Central Admin Agent

This section describes the pre-settings for the Scanner
Central Admin Agent.

Installing the Scanner Central Admin Agent

Install the Scanner Central Admin Agent on a computer
connected to scanners.

For details about installing the Scanner Central Admin Agent,

refer to "2.4 Installing the Scanner Central Admin Agent"
(page 37).

Configure the SNMP trap message settings for the Scanner
Central Admin Agent.

This allows the integrated management system to receive
SNMP trap messages concerning consumable parts and
scanner errors.

1

Select the [Start] menu~[All Programs]-[Scanner Central

Admin Agent]-=[Scanner Central Admin Agent Setup].
= The [Scanner Central Admin Agent] window appears.

Press the [Settings] button for [SNMP Trap Notification].

File  Help

Settings

e-Mail Motification Settings..

Scanner Central Admin

SMNMP Trap Motification

Export

Scanner Settings Export...

= The [SNMP Trap Message Settings] window appears.
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Chapter 5 Linking with the Integrated Management System

3 Select the [Send SNMP Trap messages] check box.

SNMP Trap Motification

( Send SNMP Trap messages)

Address:

Community Mame:  public

Send a test message ]

[ oK l l Cancel l l Help

4  Set the address and community name.
Set the same address and community name as those you checked in
"Checking the Integrated Management System (SNMP Manager)"
(page 130).
For information about the settings, refer to the Scanner Central Admin
Agent Help.

5 Pressthe [Send a test message] button.
Check whether SNMP traps are successfully sent.
For details about the SNMP trap format, refer to "5.5 Checking SNMP
Traps" (page 135).

6 Pressthe [OK] button.

= This enables the settings, and the [Scanner Central Admin Agent]
window appears again.
The Scanner Central Admin Agent icon appears in the notification
area.
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Chapter 5 Linking with the Integrated Management System

5.4 Pre-settings for the Network Scanners

This section describes the pre-settings for the network
scanners.

Configuring the SNMP Linking for the Network
Scanners

Configure the SNMP linking for the network scanners.
For details, refer to the Operator's Guide for the scanner that
you use.
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Chapter 5 Linking with the Integrated Management System

5.5 Checking SNMP Traps

You can check SNMP traps that would be sent if a consumable part needs to be replaced or if an error occurs.

In Scanner Central Admin, SNMP traps are of version "SNMPv1", community name "public" by default (can be changed by Overview of Scanner
setting), Generic Trap Type "enterpriseSpecific(6)", and Specific Trap Type "0". Central Admin

The SNMP trap OID is as follows:

Introduction

Installation of Scanner

1.3.6.1.4.1.18886.1.2.1 Central Admin

The SNMP trap format is as follows:

Using the Scanner

Date/Time, Origin, IP_Address, Model, Serial Number, Event_Type, Message_Code, Message Central Admin Server
Date/Time : Message notification date/time (Format: MM/DD/YYYY hh:mm:ss AM or PM) Usi Mail Alert
Origin : Computer from which the message is sent Sl Al
IP_Address : IP address of the computer from which the message is sent
Model : Model of the scanner related to the message Linking with the
Serial_Number : Serial number of the scanner related to the message Integrated
EVent_Type . Message type (*1) Management System
Message Code: Message code (*2) (*3) _

Message : Contents of the message (*2) (*4) Maintenance of
Scanner Central
*1: Event types are as follows: Admin

Information : Information message

Error : Error message

Warning  : Warning message

Test : Send a test message
*2: For details about the message codes and message descriptions, refer to "A.11 Message Code Notifications via SNMP Traps" (page 182).

Messages are shown in English. Make sure you read the description before proceeding.

*3: "OF090000" is always used as the test message.

*4: "This is a test message from the Scanner Central Admin Agent." is always used as the test message.
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Example: When Event Type Is "Information™

MM/DD/YYYY hh:mm:ss AM,PC-001,xxx.xxx.Xxx.XxX,fi-xxxxx,000660(B1),Information,0F080001,Scanner was changed.

Example: When Event Type Is "Error"

MM/DD/YYYY hh:mm:ss AM,PC-001,xxx.xxx.xxx.xxXx,fi-xxxxx,000660(B1),Error,8F060001,Scanner Parts replacement notification was detected.
[048005, 00: Background changeover unit failure]

Example: When Event Type Is "Warning"

MM/DD/YYYY hh:mm:ss AM,PC-001,xxx.Xxx.xxX.XxX,fi-xxxxx,000660(B1),Warning,6F070002,Scanner consumable needs to be replaced soon.
Consumable Parts: BRAKE ROLLER

Example: When Event Type Is "Test e-Mail"

MM/DD/YYYY hh:mm:ss AM,PC-001,xxx.xxx.xxX.XxX,fi-xxxxx,000660(B1), Test,0F090000, This is a test message from Scanner Central Admin Agent.
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5.6 Maintaining the Scanners

You can take appropriate action according to SNMP traps that
are sent when a consumable part needs to be replaced or if an
error occurs.

When a consumable part needs to be replaced

Check the SNMP trap for what consumable part needs to be replaced,
and replace the applicable part.

For details about replacing consumable parts, refer to the Operator's
Guide of your scanner model.

When an error has occurred

Check the error details in the SNMP trap, and take the appropriate
action.

For details about errors and actions to take, refer to the Operator's
Guide of your scanner model.
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Chapter 6 Maintenance of Scanner Central Admin

6.1 Maintaining the Scanner Central Admin Server

This section describes maintenance of the Scanner Central
Admin Server.
Scanner Central Admin Server settings set by the
administrator can be backed up, restored, and obtained.
ATTENTION
Audit logs are not backed up or restored by the operations described

below, because they are not included in the Scanner Central Admin
Server settings.

Backing Up Scanner Central Admin Server
Settings

All data managed in the Scanner Central Admin Server
(excluding audit logs) can be backed up.

Scanner Central Admin Server settings can be restored using

the backup file. Take backups periodically just in case.
To back up Scanner Central Admin Server settings, execute
"AmBackup.exe" in the command prompt on the computer
installed with the Scanner Central Admin Server.
When backing up, the Scanner Central Admin Serverisin a
temporarily suspended state. Connection from the Scanner
Central Admin Console or uploading/downloading of user
roaming data, and installation of updates to scanners are not
possible. In the [Scanner Operation Monitor] window, the
operating status of all scanners is indicated as "Unreported".
® Command storage location

Under the \AmManager\Bin] folder in the installation folder of the
Scanner Central Admin Server

® Command executable format

AmBackup.exe BackupFolderName

The italic text represents variable character strings.
® Return value
-0
Succeeded
- Otherthan 0
Failed

ATTENTION

® Specify a folder without files and sub-folders as the backup folder. If
the specified backup folder does not exist, it is created.

® Do not change the backup folder structure. If changed, restoration
may not be processed correctly.

® Do not change the content of the backup file of Scanner Central
Admin Server settings.If the backup file content is changed and
restored, processes related to the Scanner Central Admin Server
may operate improperly.

® All files in the installation folder are deleted when the Scanner Central
Admin Server is uninstalled. Therefore, save all backup files to a
location other than the installation folder.

HINT

Before executing the AmBackup.exe command, confirm that the storage
disk has sufficient free space. If there is not enough free disk space, an
incomplete file may be saved.

The required free capacity is approximately twice the free capacity
under the [Data] folder in the installation folder.
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Restoring Scanner Central Admin Server Settings

Scanner Central Admin Server settings that have been
backed up can be restored to the Scanner Central Admin
Server.

To restore Scanner Central Admin Server settings, execute
"AmRestore.exe" in the command prompt on the computer

installed with the Scanner Central Admin Server.
® Command storage location

Under the \AmManager\Bin] folder in the installation folder of the
Scanner Central Admin Server

® Command executable format

AmRestore.exe BackupFolderName

The italic text represents variable character strings.
® Return value
-0
Succeeded
- Otherthan 0
Failed

ATTENTION

® Make sure to run the AmRestore.exe command after changing the
current directory to the [Bin] folder in the installation folder of the
Scanner Central Admin Server.

® The language for the backup and restore Scanner Central Admin
Servers must be the same. If different languages are used, the
Scanner Central Admin Server may not operate correctly when
restoring.

HINT

® The admin password is not backed up and restored by using the
AmBackup.exe and AmRestore.exe commands. Even if the
AmRestore.exe command is executed, the admin password is not
changed.

® To use HTTPS for communication to a scanner, or computer installed
with the Scanner Central Admin Console, additional settings may be
required for the target Scanner Central Admin Server to be restored.
For more details, refer to "Importing the Certificate (for HTTPS)"
(page 45).
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Obtaining Technical Support on the Scanner
Central Admin Server

If any problems occur when setting up or using the Scanner
Central Admin Server, technical support information on the
Scanner Central Admin Server can be collected to help
determine the cause of the problem.

To obtain technical support information, execute
"Aminvestigate.exe" in the command prompt on the computer
installed with the Scanner Central Admin Server.

When obtaining technical support, the Scanner Central Admin
Server is in a temporarily suspended state. Do not try to obtain
technical support unless you are requested by your distributor/

dealer or a problem occurs.
® Command storage location

Under the \AmManager\Bin] folder in the installation folder of the
Scanner Central Admin Server

® Command executable format

Amlinvestigate.exe -d OutputFolder [-p EncryptedPassword] [-V]

The italic text represents variable character strings.
To show the status of the process, specify -v.
® Return value
-0
Succeeded
- Otherthan 0
Failed
The information is output to the specified output folder for
each type. If an encrypted password is specified, the technical
support information is encrypted.
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6.2 Maintaining the Scanner Central Admin Agent

Introduction

This section describes maintenance of the Scanner Central Obtaining Technical Support on the Scanner Overview of Scanner

Admin Agent. Central Admin Agent Central Admin

You can update the Scanner Central Admin Agent and obtain

technical support information on the Scanner Central Admin If any problems occur when setting up or using the Scanner Installation of Scanner

Agent. Central Admin Agent, technical support information on the Central Admin
Scanner Central Admin Agent can be collected to help

Updating the Scanner Central Admin Agent

determine the cause of the problem. Using the Scanner
Collect technical support information by using Central Admin Server

"filnfoCollect.exe" or "CollectAgentinfo.exe".
® When using "filnfoCollect.exe"
Run the "filnfoCollect.exe" command. Follow the instructions

By uploading Scanner Central Admin Agent update modules
to the Scanner Central Admin Server, you can update multiple

Scanner Central Admin Agents at one time on the computers Using e-Mail Alerts

connected to scanners. displayed on the windows to collect technical support information.
In addition, you can register exported Scanner Central Admin ® Command storage location Linking with the
Agent settings in the Scanner Central Admin Server as update - For 32-bit operating systems IMntegrated ‘

. . anagement System
modules so t,hat the settings alre applied to the Scanner %ProgramFiles%\fiScanner\filnfoCollect\filnfoCollect.exe :
Central Admin Agents at one time on the computers Maintenance of

connected to scanners. - For 64-bit operating systems Scanner Central
For details, refer to "3.10 Updating the Image Scanners/Image Admin
Scanners (Operated without SCA Agent)" (page 59).

%ProgramFiles(x86)%\fiScanner\filnfoCollect\filnfoCollect.exe

® \When using "CollectAgentinfo.exe"
Run "CollectAgentinfo.exe" in the computer where the Scanner
Central Admin Agent is installed.

This command outputs "Agentinfo.cab" on the Windows desktop,
which contains technical support information of the Scanner Central
Admin Agent.

® Command storage location

Under the installation folder of the Scanner Central Admin Agent

® Command

Appendix

CollectAgentinfo.exe

Glossary
142



Chapter 6 Maintenance of Scanner Central Admin

ATTENTION

® | og on to the computer as a user with Administrator privileges.

@ "filnfoCollect.exe" is installed together with scanner drivers. If
"filnfoCollect.exe" is not installed on the computer, collect technical
support information by using "CollectAgentinfo.exe".
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6.3 Obtaining Technical Support on the SCA Module Creator

Image Scanner
[ Image Scanner J {(without SCAAgent)}

This section describes maintenance of the SCA Module
Creator.
If any problems occur when using the SCA Module Creator,
technical support information on the SCA Module Creator can
be collected to help determine the cause of the problem.
To obtain technical support information, execute
"SCAModuleCreatorCollectLog.exe" on the computer installed
with the Scanner Central Admin Console.
This command outputs "SCAModuleCreatorinfo_date/time of
collection.cab" on the Windows desktop, which contains
technical support information of the SCA Module Creator.

® Command storage location

Under the \AmConsole\Console] folder in the installation folder of
the Scanner Central Admin Console

® Command

SCAModuleCreatorCollectLog.exe

ATTENTION
Log on to the computer as a user with Administrator privileges.
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6.4 Maintaining Image Scanners (Operated without SCA Agent)/
Network Scanners | &m, | oot s |

For details about maintenance of image scanners (operated
without SCA Agent) and network scanners, refer to the
Operator's Guide of your scanner model.
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A.1 Messages

The following lists the messages that may appear during
Scanner Central Admin operations.

Event Log Messages in Windows Server (Scanner

Central Admin Server)

: Application

The system event log shows a list of all system events in
Windows Server.
® Log type

® Event source: Central Admin Server

Code Message Action
The system event log shows a list of all system events in 11001 | Scanner Central Admin No action required.
Windows Server. Server started up.
® Log type - Application 11002 | Scanner Central Admin
® Event source: Scanner Central Admin Server shut down.
Code Message Action 11901 | Service started
successfully.
11700 | Scanner Shared Folder No action required.
Service has been started. 11902 | Service stopped
successfully.
11701 | Scanner Shared Folder
Service has been halted. 12001 | Default setting is being
used in place of invalid
13700 | Scanner Shared Folder Check the error details and other value. Parameter: XXXX
Service could not be event logs. Invalid value: XXXX
started. Default value: XXXX
Error details
12002 | Tried to exceed the Delete unneeded scanner
13701 Error: problem with If the event |Og level is scanner registration limit. Conﬁguration_
Scanner Shared Folder [Information], no action required.
Service. If the event log level is [Error], 12003 | Tried to exceed the user Delete any unneeded user
Error details check the error details and other roaming data registration | roaming data.
event logs. limit.
12902 | Schedule notification No action required.

failed. Retrying. (XXXX)
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Code

Message

Action

Code

Message

Action

13001

Error has occurred. Type:
Error type Details: Error
details

13002

Inhospitable execution
environment - process
cannot continue. Details:
Error details

Check the error details and other
event logs.

13903

Schedule XXXX expired
and was deleted. [XXXX]
events

The release schedules for seven
or more days ago were deleted.
Check the status of updates to
the scanner, and issue any
necessary update calls to
scanners with "Pending" status.

13003

Database could not be
accessed. Details: Error
details

Check the database operating
status.

13904

Error has occurred.
(XXXX)

Restart the Scanner Central
Admin Server service.

13004

Schedule could not be
set. Details: Error details

13005

Settings used for
communication between
the Scanner Central
Admin Server and Central
Admin Console could not
be changed. Details: Error
details

13901

Scheduler could not be
started. (XXXX)

Restart the Scanner Central
Admin Server service.

13902

Schedule notification
failed. (XXXX)

Check the operating status of the
Web site using IS Manager.

If the operating system of the
Scanner Central Admin Server is
Windows Server, check the
operating status of the Web site
"AmService" and the application
pool "AmService".
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Backup/Restore Command Messages (Scanner
Central Admin Server)

Backup/restore command messages can be arranged into the
following two categories:

® Information

® Error

Backup/restore command messages will be shown on the
command prompt.

HInformation
Code Message Action
0A040001 | Starting backup. No action
required.
0A040002 | Finishing backup.
0A040003 | Starting restore.
0A040004 | Finishing restore.
MError
Code Message Action
7A040010 | Scanner Scanner Central Admin Server is not
Central installed.
Admin Server | Try again using a computer on which the
is not Scanner Central Admin Server has been
installed. correctly installed.
7A040011 | Backup folder | The backup file name is not specified in
has not been | the parameters of the backup command
specified. and restore command.

Specify the backup file, and try again.

Code Message Action
7A040012 | Backup folder | Specify the backup folder that was
does not specified with the backup command, and
exist. try again.
Or, check the read privilege for the
specified backup folder.
7A040013 | Backup folder | The backup folder specified in the
contents are parameter for the restore command is not
invalid. the backup folder for the Scanner Central
Admin Server, or the backup folder
configuration is incorrect. Specify the
Scanner Central Admin Server backup
folder, and try again.
7A040014 | Backup file A file or folder exists in the backup folder.
already Specify an empty folder.
exists. If a folder that does not exist is specified,
it will be created.
7A040015 | Backup folder | This error message is output in the
specification following cases. After checking the error,
is invalid. run the command again.
® The backup folder specified in the
parameter for the restore command
does not have write access.
® The specified backup folder name
already exists as a file.
® The backup file full path is longer than
128 bytes.
7A040016 | Serveris This message appears if the backup/
busy. Try restore command is executed during an
again later. update call on the Scanner Central Admin

Server. Wait until the update call is
finished, and try again.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix

Glossary
149



Appendix

Code Message Action Code Message Action
7A040017 | Backup failed. | If this message appears with auxiliary 7A040018 | Restore If this message appears with auxiliary
code [7A041012], free disk space may be failed. code [7A041013], free disk space may be
insufficient. Ensure that there is enough insufficient. Ensure that there is enough
free disk space available, and try again. free disk space available, and try again.
If this message appears with auxiliary If this message appears with auxiliary
code [7A041015], it is possible that the code [7A041008], a file in the restoration
database file used in the Scanner Central folder may be in use. Check that the file is
Admin Server is being used with not in use, and try again.
applications other than the Scanner If this message appears with auxiliary
Central Admin Server. Stop using the code [7A041015], it is possible that the
database file, and try again. database file used in the Scanner Central
If this message appears without auxiliary Admin Server is being used with
code, the contents of the problem are applications other than the Scanner
shown in the following format. Central Admin Server. Stop using the
database file, and try again.
Problem details If this message appears without auxiliary
code, the contents of the problem are
If this message appears frequently with shown in the following format.
an auxiliary code other than those
mentioned above, contact the distributor/ Problem details
dealer where you purchased this product.
If this message appears frequently with
an auxiliary code other than those
mentioned above, contact the distributor/
dealer where you purchased this product.
7A040019 | Backup or Try again, after finishing the backup or
restore is restoration.
already
running.
7A040020 | Port number Port number (XXXX) is already in use by
(XXXX) is another application.
already in Change the settings of the application
use. using XXXX, and try restoring again.
7A040021 | Backup folder | A file or folder exists in the backup folder.
is not empty. Specify an empty folder.

If a folder that does not exist is specified,
it will be created.
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Code

Message

Action

7A040023

Restoration
from this
version of
backup file is
not possible.

The backup file saved by executing the
AmBackup.exe command in the Scanner
Central Admin Server of the previous
version cannot be restored with the
AmRestore.exe command in the Scanner
Central Admin Server of new version.
Refer to the Operator's Guide of your
scanner model and try backing up again.

Audit Log Export Command Messages (Scanner

Central Admin Server)

Detail error code:
XXXXXXXXXX
Detail error message:
XXXXXXXXXX

Code Message Action
7A050010 | Scanner Central Admin Check that the Scanner
Server is not installed. Central Admin Server has
Detail error message: been installed correctly.
XXXXXXXXXX Check whether the
command is being
executed with
administrative privileges for
the computer.
7A050012 | Audit log export failed. Check the error message,

and try the following:

® Check that there is
enough free disk space
in the destination
(export-to) folder.

® Check that the
destination (export-to)
folder is specified
correctly.

® Check that the
destination (export-to)
folder, the destination
(export-from) folder, and
log file have write
access.

® Check that there is not a
file of the same file name
without write access in
the destination (export-
to) folder.

® Check that the audit log
that failed to be exported
is not being used in
another application.
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Code Message Action Scanner Central Admin Console Messages
: _ (Scanner Central Admin Console)
7A050014 | Command is already Try again after the | d .
running. command execution is ntroduction
completed. Window Message Action _
Overview of Scanner
7A050015 | Error has occurred. An unexpected error Connect | Check the port number setting. | Enter the correct port Central Admin
Detail error message: occurred. number.
XXXXXXXXXX Contact the distributor/ .
dealer where you Check the target server setting. | Enter the correct target Installation of Scanner
purchased this product. server. Central Admin
7A050016 | Length of specified folder The copy destination folder Connection error Check the connection
path exceeds the maximum | path length specified in the target and port number, Using the Scanner
allowed. command line exceeds 180 and try again. Central Admin Server
bytes. Specify a copy
destination folder path that Scanner | Network Scanner Admin Tool Check that the Admin
is no longer than 180 bytes. Central could not be started. Check that | Tool has been installed . Mai
Admin it has been installed. correctly. Using e-Mail Alerts
Console For more details, refer to
the Operator's Guide of Linking with the
your scanner model.
Integrated
Scanner | Failed to display window. Restart Scanner Central Management System
Central Restart Scanner Central Admin | Admin Console. )
Admin Console. Maintenance of
Message Scanner Central
Admin
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A.2 Import/Export File Formats
Introduction
This section describes the following import/export file formats.
® Scanner configuration file format Overview of Scanner
® Event log file format Central Admin
@ Statistical information file format

Scanner Configuration File Format Installation of Scanner
Central Admin

The scanner configuration file format requirements differ for

the following two cases: Using the Scanner
oF . Central Admin Server
or exporting

® For importing

Using e-Mail Alerts
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B Scanner Configuration File Format (for Exporting)
This section describes the scanner configuration file format requirements for exporting.
® The default value for the file name is "scannerinfo.csv".

® The character set of the file follows the value specified on the Scanner Central Admin Console, [Scanner Central Admin Server Settings (Common
Settings)] window. The default value is UNICODE (UTF-8).

® Configuration item titles are output in the first line of the file when the file is exported.

Introduction

Overview of Scanner

® The file is in CSV format.

The values for each item are as follows.

The order of the items differ from those of the previous version.

Item Value and Format Image Image Network
scanner scanner scanner
(operated Using the Scanner
without Central Admin Server
SCA Agent)
Admin ID 10 or 26 characters long Yes Yes Yes : ;
Using e-Mail Alerts
MAC Address XX XX XX XX:XX (X is an alphanumeric Yes Yes Yes
character)
IP Add i lue f 0 to 255 Y Y Y g e
ress XXX XXX XXX. XXX (XXX is a value from 0 to ) es es es Integrated
Subnet Mask XXX.XXX.XXX.XXX (XXX is a value from 0 to 255) Yes Yes Yes Management System
Device Name - Yes Yes Yes Maintenance of
; Scanner Central
Port Number Numerical value from 1 to 65535 - Yes Yes Admin
Use HTTPS? 0: Do not use HTTPS - Yes Yes
1: Use HTTPS
Model - Yes Yes Yes
Update Group Arbitrary character string Yes Yes Yes
Add-in Group Arbitrary character string - - Yes
Settings Group Arbitrary character string - - Yes
Comment Arbitrary character string Yes Yes Yes
Scanner Type 0: Network scanner Yes Yes Yes
1: Image scanner Appendix
2: Image scanner (operated without SCA Agent)

Central Admin

Installation of Scanner
Central Admin
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

True Model Type - Yes Yes -
Optional Items (*1) - Yes Yes Yes
0S - Yes - -
Flatbed Scanner Model (*2) (*3) - - - Yes (*4)
Serial Number (*2) - Yes Yes Yes
Flatbed Scanner Serial Number - - - Yes (*4)
(*2) (*3)
Connection Interface (*2) USB x.x Yes Yes -

Network(Computer)

Network(NX Manager)

Network(DirectScan)
Last Inventory Taken (*2) YYYYMMDD hh:mm:ss Yes Yes Yes
Initial Use (*2) YYYYMMDD hh:mm:ss Yes Yes Yes
Flatbed Initial Use (*2) (*3) YYYYMMDD hh:mm:ss - - Yes
Cumulative On Time (*2) Numerical value - - Yes
Info Last Modified (*2) YYYYMMDD hh:mm:ss Yes - Yes
Last Audit Log Collected (*2) YYYYMMDD hh:mm:ss - - Yes
Registered (*2) 0: Unregistered Yes Yes Yes

1: Registered
Operating Status (*2) 0: Unreported/Unregistered Yes Yes Yes

1: Offline

3: Free

4: In use

6: Operating
Error Status (*2) 0: No Yes Yes Yes

1: Yes
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Update Status (*2) 0: NotTarget Yes Yes Yes

1: Finished

2: Pending

3: Error

4: Unregistered
ADF Total Throughput (*2) Numerical value Yes Yes Yes
Flatbed Total Throughput Numerical value Yes Yes Yes
(*2) (*3)
Return Scan Total Throughput Numerical value Yes - -
PAD ASSY (*2) Numerical value Yes - Yes (*5)
PAD ASSY Status (*2) 0: Allowed Yes - Yes (*5)

1: Replace soon

2: Replace now
PAD ASSY Threshold (*2) Numerical value Yes - Yes (*5)
PAD ASSY: Counter Last Cleared YYYYMMDD hh:mm:ss Yes - -
PICK ROLLER (*2) Numerical value Yes Yes Yes
PICK ROLLER Status (*2) 0: Allowed Yes Yes Yes

1: Replace soon

2: Replace now
PICK ROLLER Threshold (*2) Numerical value Yes Yes Yes
PICK ROLLER: Counter Last Cleared YYYYMMDD hh:mm:ss Yes Yes -
Brake Roller (*2) Numerical value Yes Yes Yes (*5)
Brake Roller Status (*2) 0: Allowed Yes Yes Yes (*5)

1: Replace soon

2: Replace now
Brake Roller Threshold (*2) Numerical value Yes Yes Yes (*5)
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Brake Roller: Counter Last Cleared YYYYMMDD hh:mm:ss Yes Yes -
Separator Roller (*2) Numerical value Yes - -
Separator Roller Status (*2) 0: Allowed Yes - -

1: Replace soon

2: Replace now
Separator Roller Threshold (*2) Numerical value Yes - -
Separator Roller: Counter Last Cleared YYYYMMDD hh:mm:ss Yes - -
Print Cartridge Ink Level (*2) Numerical value Yes Yes -
Print Cartridge Status (*2) 0: Allowed Yes Yes -

1: Replace soon

2: Replace now
Print Cartridge: Counter Last Cleared YYYYMMDD hh:mm:ss Yes Yes -
Total Throughput after Cleaning Numerical value Yes Yes -
Cleaning required (Total Throughput after Cleaning) 0: Not required Yes Yes -

1: Required
Cleaning threshold (Total Throughput after Cleaning) Numerical value Yes Yes -
Feed Roller 0: Not required Yes Yes -

1: Required
Assist Roller 0: Not required Yes - -

1: Required
Glass 0: Not required Yes Yes -

1: Required
Paper jam, Multifeed: Occurrences within one day Numerical value Yes Yes Yes (*5)
Paper jam, Multifeed: Cleaning required (Occurrences 0: Allowed Yes Yes Yes (*5)

within one day)

1: Over the threshold
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Paper jam, Multifeed: Cleaning threshold (Occurrences Numerical value Yes Yes Yes (*5)
within one day)
Paper jam, Multifeed: Occurrences within throughput Numerical value Yes Yes Yes (*5)
Paper jam, Multifeed: Cleaning required (Occurrences 0: Allowed Yes Yes Yes (*5)
within throughput) 1: Over the threshold
Paper jam, Multifeed: Cleaning threshold (Occurrences Numerical value Yes Yes Yes (*5)
within throughput)
Flatbed Version (*2) (*3) - - - Yes
System Version (*2) - - - Yes
Security Update Version (*2) Syy-nn - - Yes
Installed Options (*2) Comma-separated - - Yes
Last System Update (*2) YYYYMMDD hh:mm:ss - - Yes
Current System Update Status (*2) 0: NotTarget - - Yes

1: Finished

2: Pending

3: Error

4: Unregistered
Add-in Version (*2) - - - Yes
Last Add-in Install (*2) YYYYMMDD hh:mm:ss - - Yes
Last Add-in Settings Update (*2) YYYYMMDD hh:mm:ss - - Yes
Current Add-in Install Status (*2) 0: NotTarget - - Yes

1: Finished

2: Pending

3: Error

4: Unregistered
System Preferences (*2) - - - Yes

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix

Glossary
158



Appendix

Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Last System Preferences Update (*2) YYYYMMDD hh:mm:ss - - Yes
Current System Preferences Status (*2) 0: NotTarget - - Yes

1: Finished

2: Pending

3: Error

4: Unregistered
TWAIN Driver: Version (*2) - Yes - -
TWAIN Driver: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
TWAIN Driver: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
ISIS Driver: Version (*2) - Yes - -
ISIS Driver: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
ISIS Driver: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Software VRS: Version (*2) - Yes - -
Software VRS: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Software VRS: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Hardware VRS: Version (*2) - Yes - -
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Hardware VRS: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Hardware VRS: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Scanner Control Runtime: Version (*2) - Yes - -
Scanner Control Runtime: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Scanner Control Runtime: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
ScandAll PRO: Version (*2) - Yes - -
ScandAll PRO: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
ScandAll PRO: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Scan to Microsoft SharePoint: Version (*2) - Yes - -
Scan to Microsoft SharePoint: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Scan to Microsoft SharePoint: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Error Recovery Guide: Version (*2) - Yes - -
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Error Recovery Guide: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Error Recovery Guide: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Manual: Version (*2) - Yes - -
Manual: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Manual: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Scanner Central Admin Agent: Version (*2) - Yes - -
Scanner Central Admin Agent: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
Scanner Central Admin Agent: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Scanner Firmware: Version (*2) - Yes Yes Yes
Scanner Firmware: Last Update (*2) YYYYMMDD hh:mm:ss Yes Yes -
Scanner Firmware: Current Status (*2) 0: NotTarget Yes Yes -

1: Finished

2: Pending

3: Error

4: Unregistered
Firmware (Imprinter): Version (*2) - Yes Yes -
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Item Value and Format Image Image Network
scanner scanner scanner
(operated .
without Introduction
SCA Agent) _
Overview of Scanner

Firmware (Imprinter): Last Update (*2) YYYYMMDD hh:mm:ss Yes Yes - Central Admin
Firmware (Imprinter): Current Status (*2) 0: NotTarget Yes Yes -

1: Finished Installation of Scanner

2: Pending Central Admin

3: Error

4: Unregistered
User Application: Version (*2) - Yes - - (L'.J‘,(Salrz]t?atlhAe d?‘ncier]]ngg;‘ver
User Application: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
User Application: Current Status (*2 0: NotTarget Yes - - : ;

2 1: Finishe?d USIﬂg e-Mail Alerts

2: Pending

3: Error inki i

4: Unregistered Linking with the

Integrated

Software Operation Panel Settings: Version (*2) - Yes - - Management System
Software Operation Panel Settings: Last Update (*2) YYYYMMDD hh:mm:ss Yes - - Maintenance of
Software Operation Panel Settings: Current Status (*2) 0: NotTarget Yes - - Scan,ner Central

1: Finished Admin

2: Pending

3: Error

4: Unregistered
ScandAll PRO Settings: Version (*2) - Yes - -
ScandAll PRO Settings: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
ScandAll PRO Settings: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
Scanner Central Admin Agent Settings: Version (*2) - Yes - - Appendlx
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

Scanner Central Admin Agent Settings: Last Update (*2) | YYYYMMDD hh:mm:ss Yes - -
Scanner Central Admin Agent Settings: Current Status 0: NotTarget Yes - -
(*2) 1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream IP (TWAIN): Version (*2) - Yes - -
PaperStream IP (TWAIN): Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
PaperStream IP (TWAIN): Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream IP (ISIS): Version (*2) - Yes - -
PaperStream IP (ISIS): Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
PaperStream IP (I1SIS): Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
ScanSnap Manager for fi Series: Version (*2) - Yes - -
ScanSnap Manager for fi Series: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
ScanSnap Manager for fi Series: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream Capture: Version (*2) - Yes - -
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Item Value and Format Image Image Network
scanner scanner scanner
(operated
without
SCA Agent)

PaperStream Capture: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
PaperStream Capture: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
2D Barcode for PaperStream: Version (*2) - Yes - -
2D Barcode for PaperStream: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
2D Barcode for PaperStream: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream IP (TWAIN) Settings: Version (*2) - Yes - -
PaperStream IP (TWAIN) Settings: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
PaperStream IP (TWAIN) Settings: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream IP (ISIS) Settings: Version (*2) - Yes - -
PaperStream IP (ISIS) Settings: Last Update (*2) YYYYMMDD hh:mm:ss Yes - -
PaperStream IP (I1SIS) Settings: Current Status (*2) 0: NotTarget Yes - -

1: Finished

2: Pending

3: Error

4: Unregistered
PaperStream Capture Settings: Version (*2) - Yes - -
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Item Value and Format Image Image Network
scanner scanner scanner
(operated .
without Introduction
SCA Agent) _
Overview of Scanner
PaperStream Capture Settings: Last Update (*2) YYYYMMDD hh:mm:ss Yes - - Central Admin
PaperStream Capture Settings: Current Status (*2) 0: NotTarget Yes - -
1: Finished Installation of Scanner
2: Pending Central Admin
3: Error
4: Unregistered
Scanner Settings Version (*2) - - Yes - gzwt?atlhg di]ﬁ?]ng:lrver
Last Scanner Settings Update (*2) YYYYMMDD hh:mm:ss - Yes -
Current Scanner Settings Status (*2 0: NotTarget - Yes - . .
g 2 1: Finishegd USIﬂg e-Mail Alerts
2: Pending
3: Error inki i
4: Unregistered :-r:?gg:gtév(;th the
Yes: Available Management System
- :Not available .
Maintenance of
Scanner Central
*1: Up to ten items that were added as [Optional Items] in [Edit Optional Items] of the [Scanner Central Admin Server Settings (Common Settings)] Admin

window are output.
*2: Output if the [Include detailed scanner information] check box is selected.
*3: Output if the Flatbed option is enabled for the network scanner.
*4: The information may not be available with some models.
*5: The information is available for N7100 and N7100E.
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B Scanner Configuration File Format (for
Importing)

This section describes the scanner configuration file format

requirements for importing.

® The character set of the file follows the value specified on the
Scanner Central Admin Console, [Scanner Central Admin Server
Settings (Common Settings)] window. The default value is UNICODE
(UTF-8).

® To add optional items, add item names that are not identical with
other item names after "True Model Type" in the first title line.
Up to ten optional items can be added.

® The file is in CSV format.
The values for each item are as follows.

Item Value and Format Remarks
Admin ID 10 or 26 characters long Optional
MAC Address XXXXXXXXXX (X is an

alphanumeric character)
IP Address XXX.XXX.XXX. XXX (XXX is a value
from 0 to 255)
Subnet Mask XXX XXX.XXX. XXX (XXX is a value
from 0 to 255)
Name Up to 15 alphanumeric Required
characters long
(hyphens may also be used)
Port Number Numerical value from 1 to 65535 | Optional
Use HTTPS? 0: Do not use HTTPS (default)
1: Use HTTPS

Item Value and Format Remarks
Model Up to 64 characters long Optional
Add-in Group Up to 32 characters long (*1)

Update Group Up to 32 characters long (*1)
Settings Group Up to 32 characters long (*1)
Comment Up to 256 characters long
Scanner Type 0: Network scanner Required
1: Image scanner
2: Image scanner (operated
without SCA Agent)
True Model Up to 15 alphanumeric Optional
Type characters long

(hyphens may also be used)

Optional Items

® Item names are up to 45
characters long.

® Values for item names are
256 characters long.

*1: The following character strings cannot be used:

(Default)

(All) _ default  _all
~_"is two underbars entered one after another.
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Event Log File Format

Statistical Information File Format

This section describes the event log file format requirements
for exporting.
® The default value for the file name is "execlog.csv".

® The character set of the file follows the value specified on the
Scanner Central Admin Console, [Scanner Central Admin Server
Settings (Common Settings)] window. The default value is UNICODE
(UTF-8).

® The file is in CSV format.
The values for each item are as follows.

Item Value and Format
Date/Time YYYYMMDD hh:mm:ss
Origin -
IP_address XXX.XXX.XXX.XXX (XXX is a value from 0 to 255)
Model -

Serial_number | -

Type I :lInfo
W : Warning
E : Error
Event_ID -
"Message" -

This section describes the statistical information file format
requirements for exporting.
® The default value for the file name is "statistics.csv".
® The character set of the file follows the value specified on the
Scanner Central Admin Console, [Scanner Central Admin Server
Settings (Common Settings)] window. The default value is UNICODE
(UTF-8).
® On line one of the file, the time period is output.
On line two of the file, the title line is output.
On line three of the file, the statistical information is output.
The following is an output example.

Line 1: |# Period YYYYMMDD - YYYYMMDD

Line 2: | Device Name, Model, Serial Number, Group Name,

Total (Sheets), ADF (Sheets), Flatbed (Sheets), Comment,
Status

Line 3: | XxX, fi-xxxxx, xxx, xxxxxx(xx),305,300,5,xxx, Unknown

® The file is in CSV format.
These items are defined as follows:

Item Value and Format

Device Name -

Model -

Serial Number -

Group Name -

Total (Sheets) Numerical value

ADF (Sheets) Numerical value

Numerical value

Flatbed (Sheets)
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Item Value and Format
Comment Arbitrary character strin .
Y 9 Introduction
Status Administered
Not Administered Overview of Scanner
Unknown Central Admin
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A.3 How to Move to a Different Scanner Central Admin Server

1

Disconnect the computers installed with the Scanner
Central Admin Servers that you wish to move between
from the network.

Backup the Scanner Central Admin Sever settings in the
computer installed with the Scanner Central Admin Server
that you wish to move from.

For details on how to backup the Scanner Central Admin Server
settings, refer to "Backing Up Scanner Central Admin Server
Settings" (page 139).

Restore the Scanner Central Admin Server settings in the
computer installed with the Scanner Central Admin Server
that you wish to move to.

For details on how to restore Scanner Central Admin Server settings,

refer to "Restoring Scanner Central Admin Server Settings" (page
140).

Connect the computers installed with the Scanner Central
Admin Servers that you wish to move between to the
network.

Export the Scanner Central Admin Agent settings from the
computer installed with Scanner Central Admin Agent that
is connected to the new Scanner Central Admin Server.
For details on how to export Scanner Central Admin Agent settings,
refer to "Creating an Update Module of Scanner Settings (Image
Scanners)" (page 64).

6 Check that there is no problem installing the update

module of Scanner Central Admin Agent settings
exported in Step 5, by using a computer installed with
Scanner Central Admin Agent and the previous Scanner
Central Admin Server.

Register the Scanner Central Admin Agent settings exported in Step
5 in the previous Scanner Central Admin Server, and check that there
is no problem installing the update module of Scanner Central Admin
Agent settings in a computer installed with Scanner Central Admin
Agent.

Register the Scanner Central Admin Agent settings
exported in Step 5 in the previous Scanner Central Admin
Server.

Install the update module of Scanner Central Admin
Agent settings in all computers installed with Scanner
Central Admin Agent.

ATTENTION

When moving between Scanner Central Admin Servers, do not
perform other updates at the same time as the Scanner Central
Admin Agent settings update.

If network scanners are connected, perform scanner auto
discovery and register all the network scanners.

For details on scanner discovery/auto scanner registration, refer to
"Scanner Auto Discovery/Scanner Registration" (page 108).
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A.4 Backup and Restoration

Backing Up/Restoring Data Between Different
Versions of the Scanner Central Admin Server

Software

The following table shows the compatibility between different
versions of the Scanner Central Admin Server software for
backing up or restoring data.
The version of the Scanner Central Admin Server software
can be checked on the Scanner Central Admin Console login

window.

The version of Central Admin Server is shown as "e.g. Ver.
04.02.02" on the Scanner Central Admin Console login
window. In the following table, the version is represented
without using 0, such as "e.g. 4.2.x".

Scanner Central Admin | Scanner Central Admin | Compatibility

Server Software Server Software

Version for Data Version for Data

Backup Restoration

5.8.x 5.8.x or later Yes
5.7 .x or earlier -

5.7.x 5.7.x or later Yes
5.5.x or earlier -

5.5.x 5.5.x or later Yes
5.2.x or earlier -

5.2.x 5.2.x or later Yes

5.0.x or earlier

Scanner Central Admin | Scanner Central Admin | Compatibility
Server Software Server Software
Version for Data Version for Data
Backup Restoration
5.0.x 5.0.x or later Yes
4.8.x or earlier -
4.8.x 4.8.x or later Yes
4.7.x or earlier -
4.7.x 4.7.x or later Yes
4.6.x or earlier -
4.6.x 4.6.x or later Yes
4.5.x or earlier -
4.5.x 4.5.x or later Yes
4.4 x or earlier -
4.4.x 4.4 .x or later Yes
4.3.x or earlier -
4.3.x 4.3.x or later Yes
4.2.x or earlier -
4.2.x 4.2.x or later Yes
4.1.x or earlier -
4.1.x 4.1.x or later Yes

4.0.x or earlier
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Event Source Name Output by Scanner Central
Admin Server

The event source name of the event log output by the Scanner
Central Admin Server is as follows.

Scanner Central Admin Server Event Source Name

Version

3.0.x or later Scanner Central Admin Server

Scanner Central Admin | Scanner Central Admin | Compatibility
Server Software Server Software
Version for Data Version for Data
Backup Restoration
4.0.x 4.1.x or later Yes (*1)
4.0.x Yes
3.0.x or earlier -
3.0.x 4.0.x or later Yes (*1)
3.0.x Yes

Earlier than 2.x.x iScanner Central Admin

2.X.x or earlier

2.X.x or earlier

3.0.x or later

Yes (*1) (*2)

2.X.x or earlier

Yes

Yes: Data backup and restoration is possible.

- . Data backup and restoration is not possible.

*1: To back up data, use the "AmBackup.exe" command from the
Scanner Central Admin Server of the version to be restored.

*2: If the event log of the previous version is shown on the [Event
Details] window of the new version, the IP address information

is not shown.
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A.5 Functional Comparison among Scanner Types

This section describes the functional differences among scanner types.

Function Scanner Type Remarks
Category Details Network Image Image
Scanner Scanner Scanner
(Operated
without
SCA Agent)
Scanner Software updates Yes Yes Yes - For image scanners
updates Firmware/driver/application updates can be
distributed
- For network scanners
System updates/add-in installation updates can
be distributed
- Forimage scanners (operated without SCA
Agent)
Firmware updates can be distributed
Settings Yes Yes Yes - Forimage scanners
Scanner settings/application settings/Scanner
Central Admin settings updates can be
distributed (*4)
- For network scanners
System preferences/job mode settings updates
can be distributed
- For image scanners (operated without SCA
Agent)
Scanner settings updates can be distributed (*4)
Software update Yes Yes Yes None
time-period restrictions
Update calls Yes - - - For image scanners

According to the Scanner Central Admin Agent
settings, updates can be checked for regularly
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Function Scanner Type Remarks
Category Details Network Image Image
Scanner Scanner Scanner
(Operated
without
SCA Agent)

Scanner Monitoring for problems | Yes Yes Yes None
monitoring in scanners

Monitoring of the Yes Yes Yes

scanner operating status

Consumable parts Yes Yes Yes

monitoring

Error notification e-mail Yes Yes Yes

settings

Maintenance information | Yes (*2) Yes (*1) Yes
Scanner Add/edit/delete scanner | Yes Yes Yes
management configuration

Export/import in CSV Yes Yes Yes

format

Remote operation of Yes - -

scanners with Admin

Tool

Scanner Discovery/ Yes No Yes (*3)

Registration
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data

shared between
scanners

Function Scanner Type Remarks
Category Details Network Image Image
Scanner Scanner Scanner
(Operated
without
SCA Agent)

Statistical Statistics list Yes Yes Yes None
information
Event log [Event Log] window Yes Yes Yes
Audit log System log/user log Yes No No
collection collection
User roaming User information is Yes - -

Yes : Supported

No : Not supported
- :Not applicable

*1 : The information may not be available with some models.

*2 : Supported by N7100/N7100E.
*3 : Supported by fi-8040 and fi-8190/fi-8290/fi-8170/fi-8150/fi-8250.

*4 : Scanner settings exported from a scanner can only be used as an update module for scanners of the same model. If you are managing different

models, create update modules with the scanner settings for each model.

For details on how to export scanner settings from a scanner, refer to the Operator's Guide for your scanner model.

Introduction

Overview of Scanner
Central Admin

Installation of Scanner
Central Admin

Using the Scanner
Central Admin Server

Using e-Mail Alerts

Linking with the
Integrated
Management System

Maintenance of
Scanner Central
Admin

Appendix

Glossary
174



Appendix

A.6 How to Update the Scanner Central Admin

1

Disconnect the computer on which the Scanner Central
Admin Server is installed from the network.

Back up the Scanner Central Admin Server settings.

For details about how to back up the Scanner Central Admin Server
settings, refer to "Backing Up Scanner Central Admin Server
Settings" (page 139).

HINT

The backed-up Scanner Central Admin Server settings will be
used only if a problem occurs during the updating process.

If a problem occurs during the updating process, restore the
Scanner Central Admin Server settings. For details about how to
restore the Scanner Central Admin Server settings, refer to
"Restoring Scanner Central Admin Server Settings" (page 140).

Update the Scanner Central Admin Server.

Connect the computer on which the Scanner Central
Admin Server is installed to the network.

Uninstall the Scanner Central Admin Console.
For details about how to uninstall the Scanner Central Admin
Console, refer to "A.7Uninstalling the Application" (page 176).

Install the latest Scanner Central Admin Console.
For details about how to install the Scanner Central Admin Console,

refer to "2.3Installing the Scanner Central Admin Console" (page 35).
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A.7 Uninstalling the Application

Precautions when Uninstalling Scanner Central
Admin Server

® Before starting uninstallation, disconnect the Scanner Central Admin
Server from the network.
If the uninstallation process is completed while the Scanner Central
Admin Server is connected to the network, normal operation cannot
be guaranteed.

® All files in the installation folder are deleted when the Scanner Central
Admin Server software is uninstalled. Back up the information related
to Scanner Central Admin Server as required. For details, refer to
"Backing Up Scanner Central Admin Server Settings" (page 139).
@ If the following message appears while uninstalling the Scanner
Central Admin Server software, press the [Retry] button.
Another application has exclusive access to the file
ASPNETDB.MDF. Please shut down all other applications,
then click Retry.

Even if the same message appears again, re-start the Scanner
Central Admin Server, and uninstall it again.
Precautions when Uninstalling Scanner Central
Admin Console

Before starting uninstallation, close the Scanner Central
Admin Console.

If the uninstallation process is completed while the Scanner
Central Admin Console is in operation, normal operation
cannot be guaranteed.

How to Uninstall the Application

1 Turmonthe computer and log on as a user with
administrator privileges.

2  Exit any applications that are running.
3 Display the [Control Panel] window.

4 select [Uninstall a Program].
= The [Programs and Features] window appears, showing a list of
software installed.

5 Select the software to be deleted.
® To delete the Scanner Central Admin Server:
Select [Scanner Central Admin Server].

® To delete the Scanner Central Admin Console:
Select [Scanner Central Admin Console].

® To delete the Scanner Central Admin Agent:
Select [Scanner Central Admin Agent].

6 Pressthe [Uninstall] button or the [Uninstall/Change]
button.
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7 i you are prompted for confirmation, click either the [OK]
button or the [Yes] button.
= The software is uninstalled. Introduction
HINT
Depending on your user account control settings, you may receive
the "An unidentified program wants access to your computer."
message. In this case, select [Allow] to continue with the
uninstallation. Installation of Scanner
Central Admin

Overview of Scanner
Central Admin

ATTENTION

® [f you uninstall the following application components before Using the Scanner
uninstalling the Scanner Central Admin Server, they may be Central Admin Server
reinstalled:

- Microsoft SQL Server Native Client

- Microsoft SQL Server Setup Support Files : ;

In this case, uninstall the application components described above. Using e-Mail Alerts
® \When the Scanner Central Admin Server links with Microsoft Office

SharePoint Server, installed Scan to Microsoft SharePoint is not

uninstalled.
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A.8 Creating and Installing an Update Module from a User
Application| s |( sz,

This section provides an example for "Creating an Update
Module from a User Application" (page 63) that explains how
to create and install an update module for copying a file into a

specified folder.

1

Create a batch file "sample.bat" for copying the file

"sample.ini" into the specified folder, and then place both

files in "C\i:sample".
The following is an example of the batch file "sample.bat":

set dstPath=C:\work (*1)

if not exist %dstPath% mkdir %dstPath%
if errorlevel 1 goto error

copy /y sample.ini %dstPath% (*2)

if errorlevel 1 goto error

exit 0 (*3)

:error

exit 1 (*4)

*1: A specified folder on the computer connected to the scanner
*2: Copies the file

*3: Return value (0: succeeded)

*4: Return value (other than 0: failed)

2 Create the update module in SCA Module Creator.
Follow the procedure in "Creating an Update Module from a User
Application" (page 63), and configure the following settings on the

[Create a user application] window to create the update module.

Setting

Value

Explanation

Source
Folder

C:\sample

Specify the folder where
the files (the file
"sample.ini", and the
batch file "sample.bat" for
copying the file into the
specified folder) are
saved.

Save to

User-defined

Specify the save folder of
the update module.

Version/
Name

CopySample_V01LO1

Enter a name for
recognizing the update
module.

Launch Path

sample.bat

Specify the batch file
from step 1 for copying
the file to the specified
folder.
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3 Upload the update module in Scanner Central Admin

Console.
For details on uploading update modules, refer to "Uploading an .
Update Module" (page 66)". Introduction

Overview of Scanner

4 Install the update module. .
Central Admin

For details on installing update modules, refer to "Installing an Update
Module (Image Scanner)" (page 67) or "Installing an Update Module
(Image Scanner (Operated without SCA Agent))" (page 69). Installation of Scanner
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A.9 Application Configuration of Scanner Central Admin

Introduction
Application configuration and version of Scanner Central Admin 5.8 are as follows:

® Scanner Central Admin Server 5.8 Overview of Scanner
® Scanner Central Admin Console 5.5 Central Admin
® Scanner Central Admin Agent 5.8
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A.10 Connectibility of the Scanner Central Admin Server

Depending on the version of the Scanner Central Admin Server, supported scanners vary as below.

Scanner Central Admin Server Version

Image Scanner

Image Scanner

Network Scanner

(Operated
without fi-6010N N1800 N7100 N7100E
SCA Agent)
iScanner Central Admin Server 2.0 - - Yes - - -
Scanner Central Admin Server 3.0 - - Yes Yes - -
Scanner Central Admin Server 4.0 to 4.5 Yes - Yes Yes - -
Scanner Central Admin Server 4.6 to 4.8 Yes - Yes Yes Yes (*1) -
Scanner Central Admin Server 5.0 Yes Yes (*2) Yes Yes Yes (*1) -
Scanner Central Admin Server 5.2 Yes Yes (*2) Yes Yes Yes Yes
Scanner Central Admin Server 5.5, 5.7 Yes Yes (*3) Yes Yes Yes Yes
Scanner Central Admin Server 5.8 Yes Yes (*4) Yes Yes Yes Yes

Yes : Supported
- : Not supported

*1 : Depending on the environment, some functions are not available.

For details, refer to "Required software for linkage with N7100/N7100E" (page 23).

*2  :fi-7300NX is supported.

*3  :fi-8190/fi-8290/fi-8170/fi-8270/fi-8150/fi-8250 and fi-7300NX are supported.
*4  :fi-8040, fi-8190/fi-8290/fi-8170/fi-8270/fi-8150/fi-8250, and fi-7300NX are supported.
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A.11 Message Code Notifications via SNMP Traps

The following message code notifications via SNMP traps are shown below.

soon. Consumable part: XXXXX

to be replaced soon.

Code Message Message Content Action
OF090000 | This is a test message from Scanner Central This is a test sent message. No action required.
Admin Agent.
0OF070004 | Consumable part counter was cleared. The counter for a consumable part is No action required.
Consumable part: XXXXX cleared.
Counter before clearing value:XXXXX
OF080001 Scanner was changed. The scanner was changed. No action required.
0F080002 | The scanner maintenance part needs to be It is time to clean the maintenance part of | Clean the maintenance part.
cleaned.Maintenance Part: XXXXX the scanner. The name of the maintenance part to be
cleaned is shown in XXXXX.
For details about the cleaning procedure,
refer to the Operator's Guide for the
scanner that you use.
If the message remains after cleaning the
scanner, contact the distributor/dealer
where you purchased this product.
1F060001 Temporary scanner error was detected. [Error A temporary scanner error is detected. Try one of the following:
Details] ® Refer to [Error Details] of the message
to proceed.
® Click the [Error Details] button in the
[Event Details] window for the Scanner
Central Admin Console to refer to the
scanner Error Recovery Guide.
6F070001 Scanner consumable needs to be replaced now. | Itis time to replace a consumable part of Replace the consumable.
Consumable part: XXXXX the scanner. The name of the consumable to be
replaced is shown in XXXXX.
6F070002 Scanner consumable needs to be replaced A consumable part of the scanner needs Replace the consumable.

The name of the consumable to be
replaced is shown in XXXXX.
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Code

Message

Message Content

Action

6F070003

Scanner consumable has passed its rated
lifetime and needs to be replaced. Consumable
part: XXXXX

A consumable part of the scanner has
passed its expected lifetime.

Replace the consumable.
The name of the consumable to be
replaced is shown in XXXXX.

7F060001

Scanner error was detected. [Error Details]

A scanner error is detected.

Try one of the following:

® Refer to [Error Details] of the message
to proceed.

® Click the [Error Details] button in the
[Event Details] window for the Scanner
Central Admin Console to refer to the
scanner Error Recovery Guide.

If the error remains, contact the

distributor/dealer where you purchased

this product.

8F060001

Scanner parts replacement notification was
detected. [Error Details]

An error related to the replacement of a
scanner part is detected.

Try one of the following:

® Refer to [Error Details] of the message
to proceed.

® Click the [Error Details] button in the
[Event Details] window for the Scanner
Central Admin Console to refer to the
scanner Error Recovery Guide.

If the error remains, contact the

distributor/dealer where you purchased

this product.
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ADF (Automatic Document Feeder)

Brake roller

Default setting
Driver

Emulation
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Imprinter
Integrated management system
ISIS

Operator panel

Contents
Index
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Pick roller

Separator roller
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A

ADF (Automatic Document Feeder)
A paper feeding mechanism which allows multiple sheets of documents to be scanned one sheet at a time.

B

Brake roller
A roller that prevents multiple sheets of documents from being fed simultaneously into the ADF.

D

Default setting
(Hardware)
Preset values from the factory.

(Software)
Values set upon the installation of software.

Driver
A program specifically designed for operating systems, which enables interaction with a hardware device.

E

Emulation
A process of changing the firmware settings to imitate the scanner of a different model.

F

Flatbed
A Flatbed input scanner.
Documents are placed on the scanner (glass part) one at a time and scanned.
It can be used to scan documents that cannot be scanned with an ADF, such as books and brochures.
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Imprinter
A printer that prints alphanumerical characters on the front or the back of the document. It can be used to manage scanned
images by adding names, date or sequence number.

Integrated management system
A system that comprehensively manages the various corporate system operations.

ISIS
ISIS (Image Scanner Interface Specification) is an API (Application Program Interface) standard for imaging devices (e.g.
scanners, digital cameras) which was developed by Captiva, a division of EMC Corporation (the former Pixel Translations) in
1990. In order to use devices that comply with this standard, it is necessary to install a driver software that supports ISIS
standard.

O

Operator panel
A panel that consists of a display and buttons. It is used for scanner operations such as selecting functions and changing
settings.

P

Pad assy
A part that separates the documents before they enter inside the ADF. Rubber material is used for where the document
contacts the pick roller.

Pick roller
A roller which separates one sheet off the documents loaded in the ADF paper chute, and feeds the document into the ADF.
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S
Separator roller Introduction
A roller that separates one sheet from the batch of documents on the hopper and pulls the sheet into the ADF.
Overview of Scanner
SMTP (Simple Mail Transfer Protocol) Central Admin

A protocol used to send e-mail messages.
Installation of Scanner
SNMP (Simple Network Management Protocol) Central Admin
A protocol used to monitor and manage networks.
Using the Scanner

SNMP manager Central Admin Server
An application that provides a user-friendly representation of SNMP traps sent from the terminal.

SNMP trap Using e-Mail Alerts
A report used to send status notification from the terminal to the SNMP manager.
Linking with the
T Integrated
Management System
TWAIN Maintenance of
TWAIN (Technology Without Any Interesting Name) is an API (Application Program Interface) standard for imaging devices Scanner Central
(e.g. scanners, digital cameras) developed by TWAIN Working Group. In order to use devices that comply with this standard, Admin
it is necessary to install a driver software that supports TWAIN standard.
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Scanner Central Admin 5.8 User's Guide (Revised Edition)
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Issue date: February 2026
Issued by: PFU Limited

® The contents of this manual are subject to change without notice.

® PFU Limited assumes no liability for incidental or consequential damages arising from the use of this product, and any
claims by a third party.

® Copying of the contents of this manual, in whole or in part, as well as the scanner applications is prohibited under the
copyright law.
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